Chapter 6: Personnel security
Multiple Choice:

1. Which section of the ISO 17799 deals with personnel security?
A. 3
B. 4
C. 5
D. 6
Answer: D
Reference: Introduction
Difficulty: easy
2. A job description should NOT provide which of the following types of information?
A. The mission of the organization
B. The responsibilities of the position
C. Expectations regarding confidentiality
D. Systems and software used for security
Answer: D
Reference: Job Descriptions
Difficulty: moderate
3. The age group most inclined to use an online job search is
A. 30 to 49
B. 18 to 29
C. 50 to 64
D. 33% of persons across all age groups use online job searching
Answer: B
Reference: FYI: Internet-Based Job Hunting
Difficulty: easy
4. A security clearance investigation does NOT involve research into a person’s
A. character
B. reliability
C. family connections
D. trustworthiness
Answer: C
Reference: Who Is This Person?

Difficulty: moderate
5. Which of the following are types of background checks?
A. credit history
B. criminal history
C. license verification
D. all of the above
Answer: D
Reference: Types of Background Checks

Difficulty: easy
6. Which of the following information about a person cannot be used to influence a hiring decision?
A. educational credentials
B. filing of a Workers’ Compensation claim
C. negative credit history
D. relevant certifications
Answer: B
Reference: Types of Background Checks

Difficulty: difficult
7. Which of the following is a component of an affirmation agreement?
A. statement of authority
B. background check
C. job description
D. credit history
Answer: A
Reference: Components of an Affirmation Agreement
Difficulty: moderate
8. Which of the following is NOT a type of employee agreement?
A. acceptable use agreement
B. employee information security affirmation agreement
C. certification maintenance agreement
D. confidentiality agreement
Answer: C
Reference: The Importance of Employee Agreements
Difficulty: easy
9. Which of the following are components of a good security incident reporting program?
A. training users to recognize suspicious incidents
B. providing follow-through and feedback
C. establishing a system for reporting incidents
D. all of the above
Answer: D
Reference: Security Incident Reporting Is Everyone’s Responsibility
Difficulty: moderate
10. An information security affirmation agreement would be likely to cover the use of
A. e-mail
B. office supplies
C. parking
D. paid time off
Answer: A
Reference: Components of an Affirmation Agreement

Difficulty: moderate
Fill in the Blank:
11. Overly informative job postings provide information that may be used in _______________ attacks.
Answer: social engineering
Reference: First Contact
Difficulty: easy
12. A(n) ___________ should never be allowed to tour the facility.
Answer: job candidate
Reference: The Interview
Difficulty: moderate
13. The organization of information assets according to their sensitivity to disclosure is called ___________.
Answer: information classification
Reference: Who Is This Person?
Difficulty: easy
14. ________________ is the ranking of information assets in terms of their importance.
Answer: criticality
Reference: Who Is This Person?
Difficulty: easy
15. The government assigns a ________________ to its personnel based on preset criteria and a background check.
Answer: clearance level
Reference: Who Is This Person?
Difficulty: moderate
16. Confidentiality agreements help to protect ___________ rights.
Answer: patent
Reference: Confidentiality Agreements
Difficulty: moderate
17. An event that threatens information or an information system is called a(n) __________________.
Answer: security incident
Reference: Security Incident Reporting Is Everyone’s Responsibility
Difficulty: easy
18. A(n) _________________________ simply covers the rules for the proper use of information systems.
Answer: acceptable use agreement
Reference: Information Security Affirmation Agreements
Difficulty: moderate
Matching: 

19. Match each type of employee agreement with its description:


I.
Confidentiality agreement
A. Teaches the importance of security and instills organizational values

II.
Acceptable use agreement 
B. Protects against unauthorized disclosure of information

III.
Employee information security affirmation agreement
C. Focuses on proper use of information systems
Answer:  B C A
Reference: The Importance of Employee Agreements
Difficulty: easy
20. Match the following terms with their relationship to personnel security:


I.
Job description
A. Scrutiny before hiring

II.
Interview
B. Reaches a wide audience of potential intruders

III.
Background check
C. May unintentionally provide too much information

IV. Employee agreement
D. Establishes definitions for handling information
Answer: B C A D 
Reference: The Importance of Employee Agreements
Difficulty: moderate
21. Match each of the following with its example:


I.
Security education  
A. posters reminding users to report security breaches

II.
Security training  
B. a presentation on creating good passwords

III.
Security awareness
C. recertification training for the network administrator
Answer: C B A
Reference: SETA for All
Difficulty: moderate

