Chapter 5: ASSET CLASSIFICATION
Multiple Choice:

1. Which section of the ISO 17799 deals with asset classification?
A. 2
B. 3
C. 4
D. 5
Answer: D
Reference: Introduction
Difficulty: easy
2. Which of the following provide a way and place to process, store, transmit, and communicate information?
A. Information systems
B. Information assets
C. Off-site storage solutions
D. Outsourced storage solutions
Answer: A
Reference: What Are We Trying to Protect?
Difficulty: easy
3. Information systems are a combination of
A. applications
B. hardware and software
C. controls and procedures
D. policies and procedures
Answer: B
Reference: What Are We Trying to Protect?
Difficulty: easy
4. This classification level is used by the military for items “the unauthorized disclosure of which reasonably could be expected to cause exceptionally grave damage to National Security”:
A. For your eyes only
B. Top Secret
C. Secret
D. Confidential
Answer: B
Reference: Information Classification



Difficulty: moderate
5. This classification level is used by the military for items “the unauthorized disclosure of which reasonably could be expected to cause serious damage to National Security”:

A. For your eyes only

B. Top Secret

C. Secret

D. Confidential

Answer: C
Reference: Information Classification



Difficulty: moderate

6. This classification level is used by the military for items “the unauthorized disclosure of which reasonably could be expected to cause damage to National Security”:

A. For your eyes only

B. Top Secret

C. Secret

D. Confidential

Answer: D
Reference: Information Classification



Difficulty: moderate

7. Which of the following is NOT a step used by hackers to infiltrate a network?
A. Footprinting
B. Data corruption
C. scanning
D. enumeration
Answer: B
Reference: Commercial Classification Systems
Difficulty: moderate
8. Which data classification method is used by the US military?
A. DAC
B. RBAC
C. RDAC
D. MAC
Answer: D
Reference: Information Classification
Difficulty: easy
9. When it comes to information security, what is labeling the vehicle for?
A. Communicating the sensitivity level
B. Communicating the access controls
C. Enforcing the access controls
D. Auditing the access controls
Answer: A
Reference: Information Classification Labeling and Handling
Difficulty: moderate
10. Information labels should be
A. encrypted
B. hidden
C. universally understandable
D. symbol-based only
Answer: C
Reference: Information Classification Labeling and Handling


Difficulty: easy
11. Information needs to be handled according to
A. Its classification level
B. The statement of authority

C. The access controls set forth in the asset management policy
D. The access controls set forth in the affirmation agreement

Answer: A
Reference: Information Classification Labeling and Handling
Difficulty: moderate
12. Who is directly responsible for defining information asset protection?
A. The CEO/President/Chairman of the Board
B. The ISO
C. The Information Owner
D. The Information Custodian
Answer: C
Reference: Information Classification Labeling and Handling
Difficulty: moderate
13. Who is directly responsible for implementing information asset protection controls?

A. The CEO/President/Chairman of the Board

B. The ISO

C. The Information Owner

D. The Information Custodian

Answer: D
Reference: Information Classification Labeling and Handling
Difficulty: moderate

14. Who is directly responsible for using information asset in accordance with their classification levels?

A. The users

B. The ISO

C. The Information Owner

D. The Information Custodian

Answer: A
Reference: Information Classification Labeling and Handling
Difficulty: moderate

15. This is known as the process of upgrading the classification level of an information asset:

A. Declassification

B. Classification review

C. Reclassification

D. Classification Upgrade

Answer: C
Reference: Information Classification Program Lifecycle
Difficulty: moderate

16. This is known as the process of downgrading the classification level of an information asset:

A. Declassification

B. Classification review

C. Reclassification

D. Asset Publication

Answer: A
Reference: Information Classification Program Lifecycle
Difficulty: moderate

17. When calculating the value of an asset, which of the following is NOT a criterion?

A. Cost to acquire or develop asset

B. Cost to maintain and protect the asset

C. Cost to disclose the asset

D. Reputation

Answer: C
Reference: Value and Criticality of Information Systems
Difficulty: moderate

18. Hardware assets are
A. programs
B. code snippets
C. tangible pieces of equipment
D. Operating system
Answer: C
Reference: Value and Criticality of Information Systems
Difficulty: easy
19. Which of the following is NOT an example of a software asset?

A. programs

B. code 

C. wireless access point

D. Operating system

Answer: C
Reference: Value and Criticality of Information Systems
Difficulty: easy

Fill in the Blank:

20. Each asset, whether software or hardware, should have a ____________.
Answer: unique identifier
Reference: Asset Inventory Characteristics and Attributes
Difficulty: easy
21. Best practices dictate that the organization chooses a naming ____________ for its assets and apply the standard consistently
Answer: convention
Reference: Asset Inventory Characteristics and Attributes
Difficulty: moderate
22. An asset  ____________ should illustrate what an asset is used for.
Answer: description
Reference: Asset Inventory Characteristics and Attributes
Difficulty: moderate
23. For hardware devices, the manufacturer-assigned ____________ should be recorded.
Answer: serial number
Reference: Asset Inventory Characteristics and Attributes
Difficulty: moderate
24. The ____________ address refers to the geographic location of the device itself, or the device that houses the information.
Answer: physical
Reference: Asset Inventory Characteristics and Attributes
Difficulty: moderate
25. The ____________ address is where the asset can be found on the organization’s network.
Answer: logical
Reference: Asset Inventory Characteristics and Attributes 
Difficulty: difficult
26. The controlling ____________ is the department or business what purchased or paid for the asset.
Answer: entity
Reference: Asset Inventory Characteristics and Attributes
Difficulty: difficult

27. Criticality ____________ provide a company with the basis on which to prioritize and allocate resources.
Answer: ratings Reference: Value and Criticality of Information Systems
Difficulty: difficult

28. An information classification program  ____________ starts with assigning classification levels and ends with the process of declassification.
Answer: lifecycle
Reference: Information Classification Program Lifecycle
Difficulty: difficult

29. An information classification procedure is to characterize the  ____________ of the information system.
Answer: criticality
Reference: Information Classification Program Lifecycle
Difficulty: difficult

30. If the classification level of an asset must be upgraded, it is a process known as ____________ .

Answer: reclassification
Reference: Information Classification Program Lifecycle
Difficulty: difficult

31. A(n)  ____________ is a definable piece of information, stored in any manner, which is recognized as having a value to the organization.

Answer: information asset
Reference: What Are We Trying to Protect?
Difficulty: difficult

32. The first step to protecting assets is to create an asset ____________ .

Answer: inventory
Reference: What Are We Trying to Protect?
Difficulty: difficult

33. ____________ refers to how vital this information asset is to business processes and/or customer service.

Answer: System impact
Reference: system Characterization
Difficulty: difficult

34. ____________ refers to the level of safeguards and/or controls required to protect the asset.

Answer: Protection level
Reference: System Characterization
Difficulty: difficult

Matching: 

35. Match each concept with its definition:


I.
Information Labeling
A. Information needs to be used in accordance with its classification

II.
Familiar labels
B. The vehicle for communicating the sensitivity level

III.
Information handling
C. Classification labels should be easily understandable
Answer: B C A
Reference: Information Classification Labeling and Handling
Difficulty: moderate
36. Commercial asset classification model: match the level with the definition:


I.
Confidential
A. business-centric information to be used internally only

II.
Sensitive
B. Meant to be kept secret and restricted to only a small circle of employees

III.
Restricted
C. information that does not require protection

IV. Public
D. Sometimes referred to as “personal” or “privileged”
Answer: B D A C 
Reference: Commercial Classification Systems
Difficulty: moderate
37. Match the following hacking steps to their meanings:


I.
footprinting  
A. gathering specific network data such as user names and shares

II.
scanning  
B. launching an exploit

III.
enumerating
C. process of accumulating data regarding a specific logical or physical target

IV. attacking
D. process of identifying vulnerabilities on a target network/host
Answer: C D A B
Reference: Commercial Classification Systems
Difficulty: moderate
38. Commercial asset classification model: match the level with the definition.


I.
Top Secret  
A. disclosure could cause serious damage to National Security

II.
Secret
B. disclosure could cause exceptionally grave damage to National Security

III.
Confidential 
C. disclosure would cause no damage to National Security

IV. Unclassified
D. disclosure could cause damage to National Security
Answer: B A D C
Reference: Government and Military Classification Systems
Difficulty: moderate

39. Match the assets with their corresponding examples:


I.
Databases  
A. Drawings, schematics, patents

II.
Data files
B. Information about customers, personnel, and/or finances

III.
Intellectual Property C. Detailed instructions on how to perform various activities

IV. Research documentation
D. Transactional data giving up-to-date information about each event

V. Operational procedures 
E. Proprietary information based on experimentation
Answer: B D A E C
Reference: What Are We Trying to Protect?
Difficulty: moderate

