Chapter 4: Security POLICY DOCUMENTS and ORGANIZATIONAL SECURITY POLICIES
Multiple Choice:

1. Who should issue the statement of authority?
A. The IT Manager
B. All the information owners
C. All the employees
D. The CEO, President or Chairman of the Board
Answer: D
Reference: Composing a Statement of Authority
Difficulty: easy
2. This policy document is used to convey the organization’s intention, objective, and commitment. It is known as:
A. The statement of authority
B. The Acceptable Use Policy
C. The affirmation agreement
D. The service level agreement
Answer: A
Reference: Composing a Statement of Authority
Difficulty: easy
3. The statement of authority is also a statement of
A. Controls
B. Culture
C. Do’s and Don’ts 
D. Operations
Answer: B
Reference: Composing a Statement of Authority
Difficulty: easy
4. This policy document is often referred to as a “policy about a policy”. What is its real name?
A. Service level agreement
B. Security Policy Document Policy
C. Statement of authority
D. Acceptable use policy
Answer: B
Reference: Security Policy Document Policy
Difficulty: moderate
5. Which of the following is NOT contained in the Security Policy Document Policy?
A. Who is in charge of designing the policy
B. What users may or may not do
C. Who is in charge of enforcing the policy
D. A statement about the need for information security policies
Answer: B
Reference: Security Policy Document Policy
Difficulty: moderate
6. What is an “employee version” of the security policies?
A. A version written without the help of management
B. A version that does not contain the affirmation agreement

C. A version that does not contain the acceptable use policy
D. A succinct version of the comprehensive policy document that only includes information that pertains to the entire user base
Answer: D
Reference: Security Policy Document Policy
Difficulty: easy
7. The ISO Standard known as Managing Organizational Security includes several categories. Which of the following is NOT one of them?
A. Organizational Security Controls
B. Information Security Infrastructure
C. Identification of Risks from Third Parties
D. Security Requirements for Outsourcing 
Answer: A
Reference: Managing Organizational Security
Difficulty: moderate
8. Which of the following federal regulations pertains to the medical field?
A. FERPA
B. GLBA
C. HIPAA
D. SOX
Answer: C
Reference: Security Policy Document Policy
Difficulty: easy
9. Which of the following federal regulations pertains to the educational field?

A. FERPA

B. GLBA

C. HIPAA

D. SOX

Answer: A
Reference: Security Policy Document Policy
Difficulty: moderate
10. As it pertains to information security policies, what is the SOA?
A. Start of authority
B. Statement of Accountability
C. Statement of Authority
D. Summary of Authentication
Answer: C
Reference: Security Policy Document Policy
Difficulty: moderate
Fill in the Blank:

11. For a security policy to be successful, there must be a ____________ from leadership.
Answer: commitment
Reference: Introduction
Difficulty: easy
12. The ____________ is an introduction to the overall information security policy.
Answer: statement of authority
Reference: Composing a Statement of Authority
Difficulty: moderate
13. The goal of the statement of authority is to deliver a ____________ about the importance of information security to all who read the document.
Answer: clear message
Reference: Composing a Statement of Authority
Difficulty: moderate
14. Creating a ____________ of security requires positive influences at multiple levels within the organization.
Answer: culture
Reference: Composing a Statement of Authority


Difficulty: moderate
15. ____________ reinforce by example the message that security practices are important to the organization.
Answer: Security champions
Reference: Composing a Statement of Authority
Difficulty: moderate
16. ____________ are events within an organization that affect culture, procedures, activities, employee responsibilities, and relationships. They should trigger risks and vulnerability assessments.
Answer: Change drivers
Reference: Policies Are Dynamic
Difficulty: difficult
17. When outsourcing work, pre-engagement ____________ investigations and clearly stated contractual obligations are extremely important

Answer: due diligence
Reference: Managing Organizational Security
Difficulty: difficult

18. Acceptable use agreements are often called ____________ 
Answer: Employee Affirmation Agreements Reference: Policies Are Dynamic
Difficulty: difficult

Matching: 

19. Match the following federal regulations to their target audience:


I.
HIPAA
A. Educational Institutions

II.
SOX
B. Healthcare service providers

III.
FERPA
C. Financial institutions

IV. GLBA
D. Publicly traded companies
Answer: B D A C 
Reference: Is There a Relationship Between Security Policy Document and Federal Law?
Difficulty: moderate
20. Match the following terms to their meanings:


I.
Change driver  

A. Introduction to the policy document

II.
Acceptable use agreement  
B. Policy about a policy

III.
Statement of authority
C. any event that impacts culture, procedures and activities within an organization

IV. Security Policy Document Policy
D. List of actions that employees are not allowed to perform while using company-provided equipment
Answer: C D A B
Reference: Security Policy Document Policy
Difficulty: moderate

