Chapter 3: Information Security FRAMEWORK
Multiple Choice:

1. What does CIA stand for?
A. Confidentiality, Integrity and Authorization
B. Confidentiality, Integrity and Accountability

C. Confidentiality, Integrity and Authentication

D. Confidentiality, Integrity and Availability

Answer: D
Reference: Planning the Goals of an Information Security Program
Difficulty: easy
2. The goal of protecting confidentiality is to
A. Prevent the unauthorized disclosure of sensitive information
B. Prevent the authorized disclosure of sensitive information

C. Prevent the unauthorized disclosure of public information

D. Prevent the authorized disclosure of public information.

Answer: A
Reference: “C” is for Confidentiality
Difficulty: easy
3. Which of the following is NOT a threat to data confidentiality?
A. Hackers
B. Encryption
C. Improper access controls
D. Social engineering
Answer: B
Reference: “C” is for Confidentiality
Difficulty: easy
4. What is shoulder surfing?
A. Conning someone into giving away their password
B. Looking at a person using their computer in hopes of viewing sensitive information
C. Another word for social engineering
D. Waiting for a user to leave their workstation and taking their place behind the keyboard
Answer: B
Reference: “C” is for Confidentiality



Difficulty: moderate
5. Which of the following is NOT an example of social engineering?
A. Calling an employee on the phone and impersonating an IT consultant to learn passwords
B. Running a password-cracking utility against a web server
C. Dressing up as UPS employee and gaining access to sensitive areas of a business
D. Posing as a potential customer in a Bank and gaining access to a computer terminal by pretending to need to send an email
Answer: B
Reference: “C” is for Confidentiality
Difficulty: moderate
6. Which of the following is NOT an example of malicious code?
A. Key logger
B. Virus
C. Worm
D. Solitaire
Answer: D
Reference: “C” is for Confidentiality
Difficulty: easy
7. What is a valid definition of data integrity?
A. Knowing that the data on the screen is un-tampered with data
B. Data that is encrypted
C. Data that has not been accessed by unauthorized users
D. The knowledge that the data is transmitted in ciphertext only
Answer: A
Reference: “I” is for Integrity
Difficulty: moderate
8. Data integrity is
A. Protecting the data from intentional or accidental disclosure
B. Making sure the data is always available when legitimately needed
C. Protecting the data from intentional or accidental modification
D. Making sure the data is always transmitted in encrypted format
Answer: C
Reference: “I” is for Integrity




Difficulty: easy
9. An employee accidentally makes changes to a company-owned file. This is known as a violation of
A. Data Confidentiality
B. Data Integrity
C. Data Availability
D. Dave Authorization
Answer: B
Reference: “I” is for Integrity
Difficulty: moderate
10. Which of the following is NOT a threat to data integrity?
A. Hackers
B. Improper access controls
C. Use of encrypted emails
D. Malicious code
Answer: C
Reference: “I” is for Integrity
Difficulty: moderate
11. Data availability is the assurance that
A. Only authorized users will gain access to a resource
B. All data stored on a hard drive is encrypted
C. All sensitive data stored on a hard drive is encrypted

D. Data and systems are accessible anytime they are needed
Answer: D
Reference: “A” is for Availability
Difficulty: moderate
12. Guaranteed 99.999% uptime is an example of
A. Data integrity
B. Data authentication
C. Data confidentiality
D. Data availability
Answer: D
Reference: “A” is for Availability



Difficulty: easy
Fill in the Blank:

13. Availability is the assurance that systems and data are ____________ by authorized users when needed.
Answer: accessible
Reference: “A” is for Availability
Difficulty: moderate
14. The ____________ agreement is a type of agreement between the service provider and a customer.
Answer: service level
Reference: “A” is for Availability
Difficulty: moderate
15. Networks are more vulnerable to ____________ threats than to the other components of the CIA triad.
Answer: availability
Reference: “A” is for Availability
Difficulty: easy
16. The positive identification of the person or system seeking access is known as ____________.
Answer: authentication
Reference: The “Five As” of Information Security
Difficulty: moderate
17. Granting users and systems a predetermined level of access to information resources is known as ___________.
Answer: authorization
Reference: The “Five As” of Information Security
Difficulty: moderate
18. The logging of access and usage of information resources is known as ____________.

Answer: accounting
Reference: The “Five As” of Information Security
Difficulty: moderate

Matching: 

19. Match each topic with its definition to the right:


I.
Accountability
A. The logging of access and usage of information resources

II.
Assurance
B. The process of tracing actions to their source

III.
Authentication
C. The processes used to develop confidence that security measures are working

IV.
Authorization
D. The positive identification of the person or system seeking access

V.
Accounting
E. Granting users a predetermined level of access to information resources
Answer: B C D E A
Reference: The “Five As” of Information Security
Difficulty: moderate
20. Match the following terms to their meanings:


I.
Confidential
A. Information available internally on a need to know basis

II.
Sensitive
B. Information meant to be kept secret & restricted to a small circle of authorized

III.
Public
C. Disclosure of this data would have no implication for the company
Answer: B A C 
Reference: Classifying Data and Information
Difficulty: moderate
21. Match the following terms to their meanings:


I.
Information ownership
A. Charged to those liable & responsible for protecting the information


II.
Information custodians
B. Individuals with original responsibility for polices and practices


III.
Information owners

C. Those charged with maintaining the systems that store, process and transmit information

Answer: A C B 
Reference: Identifying Information Ownership Roles
Difficulty: moderate

22. Match the following terms to their meanings:


I.
MAC
A. Classification system used by the federal government and the military

II.
RBAC
B. Classification system where the owner decides who gets what level of access

III.
DAC
C. Classification system that uses the employee’s role to grant authorization
Answer: A C B 
Reference: Classifying Data and Information
Difficulty: moderate
23. Match the following ISO 17799:2000 domains to their definition:


I.
Security Policy  

A. Design and maintenance of a secure environment to prevent damage and unauthorized access to the business premises

II.
Organizational Security
B. Provides direction and support for the information security program

III.
Asset Classification and Control
C. Involves creating an inventory of all data and data systems

IV. Personnel Security

D. Establish and support a management framework for information security

V. Physical and Environmental Security
E. Implement controls for secure hiring and termination of staff
Answer: B D C E A   
Reference: Using the Ten Security Domains
Difficulty: difficult
24. Match the following ISO 17799:2000 domains to their definition:


I.
Access Control

A. To ensure that the organization’s information systems conform to local, national and international laws and mandates

II.
Compliance

B. To prevent unauthorized access to data or information systems

III.
Business Continuity Management
C. Provide security guidelines for creation of secure code and applications

IV.
System Development & Maintenance
D. To protect the company from any situation that would result in the company not being able to perform its business tasks

V.
Communications & Operations Management
E. To ensure the correct and secure operation of information processing facilities
Answer: B A D C E
Reference: Using the Ten Security Domains
Difficulty: difficult
