Chapter 2: The Elements of a policy
Multiple Choice:

1. What are the two schools of thought regarding policy format?
A. A separate document for each policy, or one large document with multiple sections
B. Use Microsoft Word, or Adobe Acrobat
C. The ISO approach, or the OSI approach
D. One large document with multiple sections or one large document
Answer: A
Reference: Plan Before You Write
Difficulty: easy
2. Where should the penalty for violating a policy be listed?
A. In the first chapter of the Employee Handbook 
B. In the policy enforcement clause within the policy
C. In the policy violation penalties document
D. In the policy enforcement document
Answer: B
Reference: Policy Enforcement Clause
Difficulty: moderate
3. Which of the following are all federal regulations?
A. Sarbanes-Oxley, IEEE 802.11, NIST 800-34
B. GLBA, HIPAA, and Sarbanes-Oxley
C. GLBA, HIPAA, and IEEE 802.11
D. GLBA, NIST 800-34, and Sarbanes-Oxley
Answer: B
Reference: Statement of Authority
Difficulty: easy
4. Which of the following is NOT a way in which the number of policy exceptions reflect on the quality of a policy? 
A. Too many exceptions to a valid rule in a policy may mean that there is a loophole in the policy.
B. Too many exceptions to a rule in a policy may mean that the rule is inappropriate.
C. Too many exceptions to a rule in a policy may mean that employees perceive the rule as unimportant.
D. Too many exceptions to a valid rule may cause employees to feel that favoritism is being extended to some, but not all, employees
Answer: A
Reference: Policy Exceptions
Difficulty: difficult
5. In what way is a speed limit like a standard?
A. They are not alike at all
B. A standard, like a speed limit, is always expressed in numeric form
C. A speed limit, like a standard, is very definite, and required
D. Both are suggested levels of performance
Answer: C
Reference: Standards
Difficulty: moderate
6. Which of the following is the best example of an acceptable password?
A. T0yot@tRuck
B. May12345
C. FredD
D. HappyDeyz
Answer: A
Reference: Standards
Difficulty: easy
7. Which of the following is an outline of a complete policy?
A. Purpose, Objectives, Policy, Exceptions, and Disciplinary Actions
B. Objectives, Purpose, Policy, Exceptions, and Disciplinary Actions
C. Objectives, Purpose, Audience, Policy, Exceptions, and Procedures
D. Objectives, Purpose, Audience, Policy, Exceptions, and Disciplinary Actions
Answer: D
Reference: Plan Before You Write
Difficulty: moderate
8. Which of the following is a good rule of thumb for including definitions in a policy?
A. Always include a definitions section at the end of a policy
B. Include definitions for any instance of non-standard language
C. Provide the definition of any non-standard word in parentheses after the word’s first appearance
D. Cite sources of information about non-standard terms in the policy’s bibliography
Answer: B
Reference: Policy Definitions
Difficulty: moderate
9. Which of the following is the best definition of a policy audience? 
A. All employees granted unescorted access to the company’s computer room
B. All headquarters employees
C. Any employee in the computer room
D. Only those employees in the computer room
Answer: A
Reference: Policy Audience
Difficulty: moderate
10. Which of the following should you strive for in the policy statement, in order to have a well-written policy?
A. Contain areas that address every aspect of operations and information, and every area affecting the organization’s information assets
B. Spell check the document to avoid typographical errors
C. Include applicable standards, guidelines, and procedures within the policy document
D. Describe everything in layman’s terms, so that it is clear the policy is a statement of everyone’s intent
Answer: A
Reference: Policy Statement
Difficulty: moderate
11. Which of the following is true of procedures?
A. Procedures focus on sequential actions or steps, which are the instructions needed to carry out a policy statement.
B. Procedures must be changed every 30 days.
C. Procedures are a prerequisite to developing a policy; they must exist before you can write a policy.
D. Procedures are suggestions for the best way to accomplish a certain task.
Answer: A
Reference: Procedures
Difficulty: moderate
12. In which of the following policy elements should the policy number appear?
A. Policy heading
B. Policy statement of purpose
C. Policy objectives
D. Statement of authority
Answer: A
Reference: Policy Headings
Difficulty: moderate
13. Which of the following do the Graham-Leach-Bliley Act (GLBA) and the Health Insurance Portability and Accountability Act (HIPAA) require in an organization’s information security policy?
A. The date the policy was written and revised
B. A schedule for future policy review and revision
C. A statement with consequences of violating the policy
D. All of the above
Answer: D
Reference: Introduction
Difficulty: difficult
14. Which of the following is true of policy elements?
A. They are only standards, guidelines, and procedures
B. Policy elements are an optional component of a policy
C. Best practice dictates that all policy elements should be included in the policy document itself
D. They depend on, and support each other, while supporting the document as a whole
Answer: D
Reference: Introduction
Difficulty: easy
15. Which of the following is NOT one of the common pitfalls encountered when policy companions (standards, guidelines, and procedures) are combined into the same document as the policy itself?
A. Difficult to implement
B. Difficult to manage
C. Difficult to update
D. Difficult to justify
Answer: D
Reference: Defining Policy Companions: Standards, Guidelines, and Procedures
Difficulty: easy
16. Which of the following questions is answered by the policy objective?
A. Why 
B. How 
C. What 
D. When
Answer: C
Reference: Policy Objectives
Difficulty: easy
17. Where would you find the name of your company and the effective date of the policy you’re looking at?
A. Policy heading
B. Policy objectives
C. Policy statement of purpose
D. Statement of authority
Answer: A
Reference: Policy Headings
Difficulty: difficult
18. Which of the following is an easy mistake, which should be avoided when preparing the policy statement of purpose?
A. Attempt to get too detailed
B. Forget to include the signature line
C. Omit the effective date of the policy
D. Describe in broad terms how the policy will be implemented
Answer: A
Reference: Policy Statement of Purpose
Difficulty: moderate
19. Which of the following is NOT a way in which the policy definitions make the policy better?
A. Policy definitions enable the target audience to better understand the policy
B. Policy definitions help to provide a legal baseline
C. Policy definitions make the policy look like other official documents
D. Policy definitions make the policy document more efficient
Answer: C
Reference: Policy Definitions
Difficulty: moderate
20. The disciplinary process indicated in an information security policy enforcement clause usually includes which of the following most severe punishments?
A. Dismissal or criminal prosecution
B. Loss of one month’s pay
C. Demotion to a lower level
D. Transfer to another division in the company
Answer: A
Reference: Policy Enforcement Clause
Difficulty: easy
21. Which of the following is NOT something that a statement of authority tries to do?
A. Explain the organization’s reason for writing the documents
B. Recruit readers and show what is expected of them as employees
C. Define what employees are expected to do in order to comply with the policies
D. Describe regulatory compliance responsibilities that the company has
Answer: C
Reference: Statement of Authority
Difficulty: difficult
22. Which of the following documents is likely to change most often?
A. Guidelines, because new improved best practices continually emerge
B. Standards, because they are specific to the technology platform in use
C. Procedures, because they are so detailed
D. Policies, because they reflect core values
Answer: A
Reference: Guidelines
Difficulty: difficult
23. Which of the following most likely be in the policy exceptions part of a company’s policy that prohibits the use of modems?
A. All requests for modems must be approved by the Information Security department prior to installation
B. A modem inventory form must be sent to the Information Security department immediately following the installation of all new modems
C. Only Bell 202C modems may be installed
D. No modems whatsoever may be installed
Answer: A
Reference: Policy Exceptions
Difficulty: moderate
24. Which of the following is MOST likely to reflect the policy audience for a corporate ethics policy at Acme Manufacturing?
A. All Acme Manufacturing employees, and all vendors and service providers
B. All full- and part-time employees of Acme Manufacturing and its subsidiaries
C. The Acme Manufacturing Board of Directors
D. The Finance, Human Resources, and Marketing departments of Acme Manufacturing
Answer: B
Reference: Policy Audience
Difficulty: moderate
25. Which of the following is contained in the policy statement?
A. The rules for implementing the policy
B. The location of documents that explain the reasoning behind the rules
C. Sometimes the step-by-step procedures required to perform the tasks defined in the policy
D. All of the above
Answer: D
Reference: Policy Statement
Difficulty: easy
26. If a new United States federal information-sharing law is adopted, which of the following best represents a related information security policy statement of purpose?   
A. Uphold the U.S. Constitution
B. Ensure compliance with federal law 
C. Prevent personal information from being used for identity theft
D. Maintain individuals’ right to privacy, as granted under the U.S. Constitution
Answer: B
Reference: Policy Statement of Purpose
Difficulty: difficult
27. If a new United States federal information-sharing law is adopted, which of the following best represents a related information security policy objective?
A. Ensure compliance with federal law
B. Obtain prior written approval from all individuals whose personal data is to be shared
C. Maintain individuals’ right to privacy, as granted under the U.S. Constitution
D. Prevent personal information from being used for identity theft
Answer: B
Reference: Policy Objectives
Difficulty: difficult
28. Which of the following best describes the sequence of action steps posted on the front of an automated teller machine (ATM) at a bank?
A. Standards
B. Procedures
C. Guidelines
D. Policies
Answer: B
Reference: Procedures
Difficulty: easy
29. Which of the following best describes Guidelines?
A. Demands
B. Suggestions
C. Questions
D. Statements
Answer: B
Reference: Guidelines
Difficulty: easy
30. If a policy refers the reader to another section for clarification of any instance of non-standard language, that other section would best be called which of the following?
A. Policy Definitions
B. Policy Header
C. Policy Enforcement Clause
D. Policy Exceptions
Answer: A
Reference: Policy Definitions
Difficulty: easy
31. Which of the following best describes how the penalties defined in the Policy Enforcement Clause should relate to the infractions?
A. Any infraction should result in suspension or termination
B. The same penalty should apply each time an infraction occurs
C. The penalty should be proportional to the level of risk incurred as a result of the infraction
D. Penalties should be at the discretion of management
Answer: C
Reference: Policy Enforcement Clause
Difficulty: moderate
32. Which of the following best describes how policy exception requests should be handled?
A. Requestors should only be notified after their exception requests are approved
B. Requestors should always receive a response to any request, whether approved or not
C. Requestors should be notified why their exception requests were denied, so they can do a better job the next time
D. Requestors should be able to count on a seven-day turnaround on any policy exception request
Answer: B
Reference: Policy Exceptions
Difficulty: moderate
33. Which of the following describes how much of the final policy document is typically made up of policy statements?
A. The policy statement is one section of the final policy document
B. Policy statements appear throughout the final policy document
C. Policy statements typically represent about 45% of the final policy document
D. The bulk of the final policy document is composed of policy statements
Answer: D
Reference: Policy Statement
Difficulty: moderate
34. Which of the following best describes when the policy audience is most likely to include people outside the organization?
A. The policy audience needs to include people outside the organization whenever those people are involved with an aspect of the organization or its information
B. Any policy audience generally includes people outside the organization, because companies depend so heavily on outsourcing these days
C. People outside the organization should not be part of the policy audience, because there is no way to apply the policy enforcement clause against them
D. This is spelled out in the non-disclosure agreement
Answer: A
Reference: Policy Audience
Difficulty: moderate
35. Which of the following best represents a Policy Statement of Purpose for a credit card company’s Graham-Leach-Bliley Act compliance policy?
A. Comply with federal law, by mailing annual disclosures to customers
B. Mail annual disclosures to customers, and conduct annual training for employees
C. Comply with federal law, in order to protect the company’s reputation
D. Protect customers’ personal information
Answer: A
Reference: Policy Statement of Purpose
Difficulty: difficult
36. Which of the following parts of an organization’s software policy would most likely indicate that any new software purchases be made only from the approved software products list?
A. Policy statement of purpose
B. Policy exceptions
C. Policy objective
D. Policy audience
Answer: C
Reference: Policy Objectives
Difficulty: moderate
37. Which of the following is the MOST important rule of thumb to follow when developing the policy heading?
A. The policy number must be included in the policy heading
B. Ensure its structure is scalable, so that it is able to accommodate changes in the future, without losing its original organization
C. Plan to spend the most time working on the policy heading; it is the most important part of the document
D. Ensure the policy heading contains all the same information as every other policy
Answer: B
Reference: Policy Headings
Difficulty: difficult
38. Which of the following is true of the Statement of Authority?
A. It is usually not found in each individual policy, and serves as a preface to a group of policies and the entire information security program
B. It should strike fear into the hearts of all readers, in order to get them to take the policy seriously
C. It should contain very strict language, in order to impress people with its importance
D. It must appear in each individual policy, because it explains the company’s motivation for developing the policies
Answer: A
Reference: Statement of Authority
Difficulty: moderate
39. In which of the following ways does understanding policy elements help you interpret your organization’s information security policies?
A. Awareness of policy elements helps you determine the strength of the policy, and whether you should take it seriously
B. If you understand policy elements, you will be able to change the policies
C. Knowing the purpose and goal of each section of the policy can help you better understand the intent of the policy, as well as how the policy applies to you
D. You need to know the policy elements in order to determine which parts of the policy apply to you
Answer: C
Reference: Defining Policy Elements
Difficulty: moderate
40. If you are assigned to author your company’s information security policies, which of the following is the MOST important thing to do first?
A. Look at all the other policies to get an idea of how they are written
B. Plan before you write
C. Determine when they are due
D. Express thanks for being given such a good assignment
Answer: B
Reference: Plan Before You Write
Difficulty: easy
41. The setup instructions that come in the box when you buy a new printer are an example of which of the following?
A. Standards
B. Procedures
C. Guidelines
D. Policies
Answer: B
Reference: Procedures
Difficulty: easy
42. The passage “In order to protect their home computers, remote users should consider installing anti-virus software, a firewall, and anti-spam filters” represents which of the following: 
A. Procedures
B. Guidelines
C. Policy 
D. Standards
Answer: B
Reference: Guidelines
Difficulty: moderate
43. In which of the following ways do password construction standards in a password policy make it better?
A. Standards suggest options for the best way to comply with the policy
B. Standards provide a permanent basis for the policy
C. Standards help to ensure consistency with minimum requirements
D. Standards indicate who is affected by the policy
Answer: C
Reference: Standards
Difficulty: moderate
44. Which of the following is a good way to help ensure that your company’s information security policies represent best practices?
A. Base them on current industry standards for practices and technology
B. Provide little or no opportunity for policy exceptions to be granted
C. Copy key parts of similar policies you find on the Internet
D. Keep the suggested guidelines to a minimum, and focus on mandatory standards
Answer: A
Reference: Standards
Difficulty: moderate
45. When writing a new information security policy to cover data movement within your company, which of the following represents the BEST approach to take in order to ensure the policy will fulfill its intended purpose, help the policy audience understand what they need to do, and be sustainable?
A. Provide supporting documentation outside the policy document, in order to make it easier to implement, manage, and update
B. Follow existing standards, guidelines, and procedures as the policy
C. Develop a comprehensive policy, by including all applicable policy elements and supporting documentation in the policy document
D. Hold workshops to build employees’ awareness of the policy after it is written and approved
Answer: A
Reference: Defining Policy Companions: Standards, Guidelines, and Procedures
Difficulty: moderate
46. Which of the following is the reason why United States government official communications about new federal laws frequently include references to other documents?
A. This approach is required by law
B. Congress must ensure that the new laws are comprehensive, so they can be defended in court
C. These references help those affected by the new laws gain a better understanding of what they need to do
D. It makes it easier to keep track of things
Answer: C
Reference: Introduction
Difficulty: easy
47. In which of the following ways does understanding policy elements enable the development of information security policies?
A. One cannot develop information security policies without an understanding of policy elements
B. Understanding policy elements enables us to break the policies down into their essential components, in order to more efficiently and effectively create usable policies 
C. Information security policies must include all policy elements in order to be valid
D. It is necessary to understand policy elements in order to document which penalties apply for violation of information security policies
Answer: B
Reference: Introduction
Difficulty: easy
48. Which of the following is NOT true of policy elements?
A. Policy elements can be thought of as individual sections of the policy document
B. Standards, guidelines, and procedures are policy elements
C. Each policy element has its own specific purpose
D. Understanding policy elements helps you focus on the goal of each section of the policy, in order to be more consistent in how you write
Answer: B
Reference: Defining Policy Elements
Difficulty: moderate
49. Which of the following is an important function of the statement of authority?
A. It provides a bridge between an organization’s core values and security strategies
B. It indicates who to talk to if you want to request a change in the policy
C. It describes the penalties for policy infractions
D. It references standards, guidelines, and procedures which the reader can consult for clarification of the policy
Answer: A
Reference: Statement of Authority
Difficulty: moderate
50. Which of the following is a reason why information security policy documents should include a version or change control number?
A. In order to maintain consistency
B. It is required by law
C. It can be a good way to promote that you wrote the policy
D. Information technology uses a lot of math
Answer: A
Reference: Plan Before You Write
Difficulty: easy
Fill in the Blank:

51. The ____________ is the part of the document that is traditionally the one that constitutes the bulk of the final document known as the policy.
Answer: policy statement
Reference: Policy Statement
Difficulty: moderate
52. The ____________ states the goal of the policy, or what we are trying to achieve by implementing the policy.
Answer: policy objective
Reference: Policy Objectives
Difficulty: moderate
53. A _____________ suggests the best way to accomplish a certain task.
Answer: guideline
Reference: Guidelines
Difficulty: moderate
54. The ____________ allows the organization to assert the seriousness of the policy.
Answer: Policy Enforcement Clause
Reference: Policy Enforcement Clause
Difficulty: moderate
55. Policy companions include specific standards, suggested ____________, and sequential procedures.
Answer: guidelines
Reference: Guidelines
Difficulty: moderate
Matching: 

56. Match each part of the policy statement with what it defines:


I.
goal
A. why

II.
audience
B. what

III.
purpose
C. who
Answer: B C A 
Reference: Policy Statement
Difficulty: easy
57. Match each of the following terms to its respective part of the policy excerpt that appears below: 
“Fair business practices are a cornerstone of our company’s corporate ethics program.  In support of this goal, Acme Manufacturing will require all employees to decline all gifts or entertainment offered to them by vendors, and to report all offers to the Ethics Office.  The purpose of this policy is to maintain the company’s business ethics by clearly informing all employees of their obligations to be ethical in their business dealings on behalf of the company.”

I.
What
A. Clearly inform all employees of their obligations

II.
Why
B. All employees

III.
How
C. Decline all offers of gifts or entertainment, and report all offers

IV.
Who
D. Maintain the company’s business ethics
Answer: C D A B
Reference: Policy Objectives, Policy Statement of Purpose, Policy Audience
Difficulty: moderate
58. Match the terms below to complete each cliché that applies to the policy enforcement clause:


I.
add
A. the language

II.
walk
B. some muscle

III.
live
C. some bite to your bark

IV.
do
D. your talk

V.
flex
E. what you say
Answer: C D A E B
Reference: Policy Enforcement Clause
Difficulty: easy
