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Greeting All,

Have you ever wondered how some Antivirus application catch some kind of viruses while others
cant! In below | will try to brief you on the behind seen process.

Signature-based virus recognition

Internet Antivirus Vendor

- Any created viruses will have signutre ( hash file ).

- Cybersecurity community, company, and expert revels this kind of signature, by cooperating to
analyze the virus once it's released to find their hashes.

- These hashes are stored in databases which get updated regularly.

- So if you get any virus, your Antivirus App compare the hash code of that file ( the content in
binary or hex ) with its database, if any partial match has found, this file will be quarantined or
deleted.

- It is really important to have your antivirus database up to date. FYI, (updates = signatures)

Behavior(Anomaly)-based virus recognition
Internet Antivirus Vendor

- Any created viruses shall do specific action or process or behavior ( delete files,
opens port, delete OS files )

- So if you get any infected attachment file, instead of checking the file hash, the Antivirus App
inspect the file and see what does that file do! and compare the behavior to a list of known
malicious behaviors

- If that infected attachment starts to delete some files, opens a port, or delete a
system file, it will be flagged out and quarantined or deleted.

Thanks for Reading
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