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WEEK 5| Chapter 5: Asset Management
Objectives

« Assign information ownership responsibilities

« Develop and use information classification guidelines
Understand information handling and labeling procedures
Identify and inventory information systems
Create and implement asset classification policies
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Information Assets and Systems
» Whatis an information asset?
» Adefinable piece of information, stored in any manner, and recognized as having value to the
organization
* ltincludes raw, mined, developed, and purchased data
* The information is used by the company (regardless of size) to fulfill its mission or goal
« Could be any information, such as customer and employees data, research and proprietary data,
intellectual property data, and operational plans and procedures that have value to the company
* Information Systems
Provide a way and a place to process, store, transmit, and communicate the information
Usually a combination of both hardware and software assets
Can be off-the-shelf or customized systems
» If compromised the consequences could include embarrassment, legal liability, financial ruin, and
even loss of life
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Example of Information Assets and Systems

» Data stores or warehouses of information about customers, personnel, production, sales, marketing, or
finances.

Intellectual property (IP) such as drawings, patents, music scores or other publication that have
commercial value

Operational plans and procedures that have value to the company

Research documentation

Strategic and operational plans and procedures that define the organization
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Information Assets and Systems cont.
* Information Ownership
- 1SO stands for information security officer
- The ISO is accountable for the protection of the organization. Compare this with:
» The information owner is responsible for the information he owns
» The information custodian is responsible for implementing the actual controls that protect the
information assets
- The ISO is the central repository of security information
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Role of data owner
- Defining the asset
Assigning value to the asset
Defining the level of protection required
Deciding who should have access to the asset
Delegating day-to-day security and operational tasks
- Ongoing governance
not the one who will be tasked with implementing security controls
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Information Security Officer
» Accountable for the protection of the information asset.
* Managing the day-to-day controls
* Provide direction and guidance as to the appropriate controls and to ensure that controls are applied
consistently throughout the organization
+ ISO central repository of security information
» Publishes the classification criteria, maintains the information systems inventories, and implements broad
strategic and tactical security initiatives
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Policy Statement:
+ All information assets and systems must have an assigned owner.
» The Office of Information Security will maintain an inventory of information ownership.
» Owners are required to classify information and information systems in accordance with the
organizational classification guidelines.
* Owners are responsible for determining the required level of protection.
* Owners must authorize internal information and information system access rights and permissions.
Access rights and permissions must be reviewed and approved annually.
» Owners must authorize third-party access to information or information systems. This includes information
provided to a third party.
* Implementation and maintenance of controls is the responsibility of the Office of Information
+ Security; however, accountability will remain with the owner of the asset.
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Information Classification
- The objective of an information classification system is to differentiate data types.
- Definitions:
- Information Classification
* Information classification is the organization of information assets according to their sensitivity to
disclosure
- Classification Systems
+ Classification systems are labels that we assign to identify the sensitivity levels
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Information Classification Lifecycle Process
» Assignment of classification ends with declassification. The information owner is responsible for
managing this process.
* Document the information asset and the supporting information systems.
* Assign a classification level.
* Apply the appropriate labeling.
* Document “special” handling procedures (if different from organizational standards).
» Conduct periodic classification reviews.
» Declassify information when (and if) appropriate.
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Classification Systems
» FIPS-99 - Sensitivity of the data to be protected
* Government and Military - Based on Executive order of who is handling the data
» Commercial - As per the organization’s hierarchy, decided by the information owner
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Information Classification
» Federal Information Processing Standard 199 (FIPS-199) requires information owners to classify
information and information systems based on CIA criteria as:
- Low potential impact
» the loss of CIA could be expected to have a limited adverse effect on organizational operations,
organizational assets, or individuals
- Moderate potential impact
» the loss of CIA could be expected to have a serious adverse effect on organizational operations,
organizational assets, or individuals.
- High potential impact
» the loss of CIA could be expected to have a severe or catastrophic adverse effect on
organizational operations, organizational assets, or individuals
- SC of information type = {(confidentiality, impact), (integrity, impact), (availability, impact)},
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Examples of FIPS-199 classification
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» An organization managing public information on its web server determines that there is no potential
impact from a loss of confidentiality (that is, confidentiality requirements are not applicable), a moderate
potential impact from a loss of integrity, and a moderate potential impact from a loss of availability

» The resulting SC of this information type is expressed as follows:

» Security Category (SC) public information ={(confidentiality,n/a), (integrity,moderate),

(availability,moderate)}
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Information Classification Cont.

Government & Military Classification Systems

Top Secret (TS)

Applied to “any information or material the
unauthorized disclosure of which reasonably could
be expected to cause an exceptionally grave
damage to the national security”

Secret (S)

Applied to “any information or material the
unauthorized disclosure of which reasonably could
be expected to cause serious damage to the
national security”

Confidential (C)

Applied to “any information or material the
unauthorized disclosure of which reasonably could
be expected to cause damage to the national
security”

Unclassified (U)

Applied to “any information that can generally be
distributed to the public without any threat to
national interest”

Sensitive But Unclassified (SBU)

Applied to “any information of which the loss,
misuse or unauthorized access to, or modification
of might adversely affect U.S. National Interests,
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the conduct of the Department of Defense (DoD) “elaal)
programs or the privacy of DoD personnel”
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Information Classification Cont.
Commercial classification systems:
- No standard: Each company can choose its own system that matches its culture and needs
- Usually less complex than the government system
The more regulated a company, the more complex the classification system it adopts
Most systems revolve around these four classification levels:

* Protected

+ Confidential

* Internal Use

* Public
Protected

» Data protected by law, regulation, memorandum of agreement, contractual obligation, or management

discretion

» Examples: Social Security numbers, personal health information, financial information
Confidential

» Data essential to the mission of an organization

* Only available to a small circle of authorized individuals

* Disclosure would cause significant financial loss, reputation loss and/or legal liability
Internal Use:

» Data necessary for conducting ordinary company business

* Loss, disclosure, and corruption may impair the business and lead to business, financial, or legal loss
Public:

* Information that does not require protection

+ Information that is specifically intended for the public
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Reclassification/Declassification

» The need to protect information may change

With that change, the label assigned to that information may change as well
* The process of downgrading sensitivity levels is called declassification

» The process of upgrading sensitivity levels is called reclassification
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Labeling and Handling Standards
Information labeling:
« Labeling is the vehicle for communicating the assigned classification to information custodians and users
» Labels must be clear and self-explanatory
* In electronic form, the label should be made part of the filename
* In printed form, the label should be clearly visible on the outside and in the header and/or footer
Information handling:
* Information must be handled in accordance with its classification
» The information user is responsible for using the information in accordance with its classification level
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Information Systems Inventory
* Many organizations don’t have an up-to-date inventory
» Creating a comprehensive inventory of information systems is a major task
* Both hardware and software assets should be inventoried
» Each asset should have a unique identifier and a description
» Company assets should be accounted for at all times
* An asset management procedure should exist for moving and destroying assets
» Hardware assets include (but are not limited to):
» Computer equipment
* Printers
» Communication and network equipment
» Storage media
* Infrastructure equipment
Software assets include (but are not limited to):
» Operating system software
* Productivity software
* Application software
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Summary
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» A company cannot defend its information assets unless it knows what it is and where it is. Furthermore,
the company must also identify how critical these assets are to the business process.
» FISMA requires federal agencies to classify their information and information systems as low, moderate,

or high security based on criteria identified in FIPS-199.

» Companies need an inventory of their assets and a classification system for those assets.
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