IT409

WEEK 4| Chapter 4: Governance and Risk Management
Objectives
« Explain the importance of strategic alignment
« Know how to manage information security policies
« Describe information security-related roles and responsibilities
Identify the components of risk management
Create polices related to information security policy, governance, and risk management
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Understanding Information Security Policies
* The goal of the information security policies is to protect the organization from harm
- Policies should be written
- Policies should be supported by management
- Policies should be strategically aligned-ie the companies’ security policy with business requirements
and relevant laws and regulations
+ ISO 27002:2013 can provide a framework for developing security policies
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Understanding Information Security Policies cont
» Two approaches to information security
* Parallel approach
- assigns responsibility for being secure to the IT department, views compliance as discretionary,
and has little or no organizational accountability
* Integrated approach
- recognizes that security and success are intertwined
» Policies can serve as teaching documents to influence behavior
* Acceptable Use Policy
- document and corresponding agreement should be developed specifically for distribution to the
user community
+ Companies should create vendor versions of information security policies
» Policies should be authorized by executive management
* Policies should be updated on regular basis
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Evaluating Information Security Policies
* As applicable, standards, guidelines, plans, and procedures must be developed to support the
implementation of policy objectives and requirements.
* Any information security policy distributed outside the organization must be sanitized.
» All documentation will be retained for a period of six years from the last effective date.
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Who Authorizes Information Security Policy?
A policy is a reflection of the organization’s commitment, direction, and approach and it has four essential
practices:
* Place information security on the Board’s agenda.
» Identify information security leaders, hold them accountable, and ensure support for them.
» Ensure the effectiveness of the corporation’s information security policy through review and approval.
« Assign information security to a key committee and ensure adequate support for that committee
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Revising Information Security Policies: Change Drivers:
* Organizations change over time, policies need to be revisited.
* Change drivers are events that modify how a company does business and they can be can be
- Demographic
- Economic
- Technological, and regulatory or personnel related.
- Examples of change drivers include company acquisition, new products, services or technology,
regulatory updates, entering into a contractual obligation, and entering a new market.

- Change can introduce new vulnerabilities and risks.
- Change trigger internal assessments.
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Evaluating Information Security Policies

» Policies can be evaluated internally or by independent third parties
» Audit
+ Systematic, evidence-based evaluation
* Include interviews, observation, tracing documents to management policies, review or practices,
review of documents, and tracing data to source documents
* Audit report containing the formal opinion and findings of the audit team is generated at the end of
the audit
» Capability Maturity Model (CMM)
» Used to evaluate and document process maturity for a given area
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CMM example

Visibility Sophistication
Increases Increases
] A
Definite
Security
Level 5
Comprehensive Security A
Level4: Awareness
7 Prevention
Back-end System Security
Detection
Front-end System Security
Level 2: Recowvery
l r
Level 1: \7 ‘
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Capability Maturity Model Scale

Level State Description

0 Non Existent The organization is unaware of need for policies and

processes
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1 Ad-hoc There are no documented policies or processes; there is
sporadic activity. ‘
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2 Repeatable Policies and processes are not fully documented; however,
the activities occur on a regular basis.
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3 Defined Process Policies and processes are documented and standardized;

there is an active commitment to implementation
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4 Managed Policies and processes are well defined, implemented,

measured, and tested.

5 Optimized Policies and process are well understood and have been

fully integrated into the organizational culture.
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Information Security Governance
» The process of managing, directing, controlling, and influencing organizational decisions, actions, and
behaviors
» The Board of Directors is usually responsible for overseeing the policy development
+ Effective security requires a distributed governance model with the active involvement of stakeholders,
decision makers, and users
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Distributed Governance Model
* The foundation is the principle that stewardship is an organizational responsibility
» Effective security requires the
- Active involvement
- Cooperation
- Collaboration of stakeholders
- Decision makers, and the user community
» Chief information security officer (CISO)
* Information security steering committee
» Compliance officer
» Privacy officer
* Internal audit
* Incident response team
» Data owners
» Data custodians
» Data users
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Chief information security officer (CISO)

Information security steering committee
The Information Security Steering Committee (ISC) is tasked with supporting the information security
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The CISO coordinates and manages security efforts across the company, including IT, human resources

(HR), communications, legal, facilities management, and other groups.

The COO will appoint the CISO.

The CISO will report directly to the COO.

At his or her discretion, the CISO may communicate directly with members of the Board of Directors.

The CISO will chair the Information Security Steering Committee.

program
serves in an advisory capacity
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provides an open forum to discuss business initiatives and security requirements
Standing membership will include the CISO (Chair), the COO, the Director of Information Technology,

the Risk Officer, the Compliance Officer, and business unit representatives.
will meet on a monthly basis

e glaall Cpal dua g5 Adad

il slaall (pal gmali o ae s (ISC) il slaall (1Y s sill Aialll IS5 o

A liiu) dday aady e

ey a5 Jlee ) < jole 408 & ihe o2iie jhgy

JeeY san 5 iaa s ¢ ) Y1 Cali g ¢ bl Jsae ¢ o slaal) ba sl 55 pnaa ¢ COO ¢ (Ustis) CISO awilall &y pumall s o

Goed ol Lo plaia¥) S Cagn o

BY:MAHA OTAIBI

Page 5



IT409

Organization Roles and Responsibilities

In addition to the CISO and the Information Security Steering Committee, a variety of roles that have

information security—related responsibilities.

+ Compliance Officer—Responsible for identifying all applicable information security—related statutory,
regulatory, and contractual requirements.

* Privacy Officer—Responsible for the handling and disclosure of data as it relates to state, federal, and
international law and customs.

* Internal audit—Responsible for measuring compliance with Board-approved policies and to ensure
that controls are functioning as intended.

* Incident response team—Responsible for responding to and managing security-related incidents.

+ Data owners—Responsible for defining protection requirements for the data based on classification,
business need, legal, and regulatory requirements; reviewing the access controls; and monitoring and
enforcing compliance with policies and standards

+ Data custodians—Responsible for implementing, managing, and monitoring the protection
mechanisms defined by data owners and notifying the appropriate party of any suspected or known
policy violations or potential endangerments.

» Data users—Are expected to act as agents of the security program by taking reasonable and prudent
steps to protect the systems and data they have access to.

These responsibilities should be documented in policies, job descriptions, or employee manuals.
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Information Security Risk
» Three factors influence information security decision making and policy creation
- Guiding principles
- Regulatory requirements
- Risk associated with achieving business objectives

* Risk: The potential of undesirable or unfavorable outcome from a given action.

* Risk tolerance: How much undesirable outcome the risk taker is willing to accept

+ Risk appetite: The amount of risk an entity is willing to accept in pursuit of its mission

ila glaal) cpal halia

Al L) 5 il sheall ol Sl 8 pia Sle 55 dal e B Sl o
el bl -
Goadanl) clllid) -

Jaall Calaal (guiaty ddagi ) Hhladl -
ma sloa) On (Led st e e Aa) ol (48 st e e Jlaial) a5a g Jlaial plA) e
lele Juany 31 i) gall i Hlalaall Jaad lade ; hlaal) Jaad o
inlidd Lgd o8 A dgall e 3 38 ) 5 klaall laia ;B olldal) A AL .

BY:MAHA OTAIBI Page 6



IT409

Risk Assessment

» Evaluate what can go wrong and the likelihood of a harmful event occurring
» Risk assessment involves

Identifying the inherent risk based on relevant threats, threat sources, and related vulnerabilities
Determining the impact of a threat if it occurs

Calculating the likelihood of occurrence

Determining residual risk

* Inherent risk - The level of risk before security measure are applied

* Residual risk - The level of risk after security measures are applied

¢ Threat - Natural, environmental, or human event that could cause harm

* Vulnerability - A weakness that could be exploited by a threat

* Impact - The magnitude of a harm
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Risk Assessment Methodologies
» Components of a risk assessment methodology include
- Defined process
- Assessment approach
- Standardized analysis
* Three well-known information security risk assessment methodologies
- Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)
- Factor Analysis of Information Risk (FAIR)
- NIST Risk Management Framework (RMF)
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Risk Management
» The process of determining an acceptable level of risk, calculating the current risk level, accepting the
level of risk, or taking steps to reduce it to an acceptable level
* Risk acceptance
* Risk mitigation
- Risk reduction
- Risk transfer
- Risk sharing
- Risk avoidance
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Risk Management
» Risk Acceptance : Risk acceptance indicates that the organization is willing to accept the level of risk
associated with a given activity or process
+ Risk Mitigation : The process of reducing, sharing, transferring or avoiding risk.
+ Risk Reduction : Process of control to lower the residual risk
- Offensive Control: reducing or eliminating the vulnerabilities by enhanced training or applying
security patch
- Defensive control :respond to threat source such as sensor sending an alert or detecting an
intruder.
» Risk Transfer : shifts the entire risk responsibility or liability from one organization to another
organization. This is often accomplished by purchasing insurance.
» Risk sharing : shifts a portion of risk responsibility or liability to other organizations.
» Risk avoidance : involves taking specific actions to eliminate or significantly modify the process or
activities that are the basis for the risk.
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Summary
* Information security policies should be reviewed at least annually to ensure they are relevant and accurate
» Information security audits should be conducted to ensure policies are accepted and integrated
+ Governance is the process of managing, directing, controlling, and influencing organizational decisions, actions,
and behaviors
+ Risk management is the process of determining an acceptable level of risk, calculating the current risk level,
accepting the level of risk, or taking steps to reduce it to an acceptable level
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