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PREFACE

Table 1 Mapping between the units of the Social and Professional Issues course in
Computing Curricula 2001 and the chapters in this book.

Unit Name Chapter(s)
SP1 History of computing 1

SP2 Social context of computing 1,3,10
SP3 Methods and tools of analysis 2...10
SP4 Professional and ethical responsibilities 9
SP5 Risks and liabilities of computer-based systems 8
SP6 Intellectual property 4

SP7 Privacy and civil liberties 56
SP8 Computer crime 3,7
SP9 Economic issues in computing 10
SP10 Philosophical frameworks 2

and globalization. Does automation increase unemployment? Is there a «digital divideZ
separating society into shavesZ and shave nots?Z Is information technology widening the
gap between rich and poor? These are just a few of the important questions the chapter
addresses.

NOTE TO INSTRUCTORS

In December 2001 a joint task force of the IEEE Computer Society and the Associa-
tion for Computing Machinery released the “nal draft @mputing Curricula 2001
(www.computer.org/education/cc2001/“nal). The report recommends that every un-
dergraduate computer science degree program incorporate 40 hours of instruction re-
lated to social and professional issues related to computing. For those departments that
choose to dedicate an entire course to these issues, the report provides a model syllabus
for CS 280T, Social and Professional Issktcs for the Information Age covers all of

the major topics listed in the syllabus. Table 1 shows the mapping between the 10 units
of CS 280T and the chapters of this book.

The organization of the book makes it easy to adapt to your particular needs. If
your syllabus does not include the history of information technology, you can skip the
middle three sections of Chapter 1 and still expose your students to examples motivating
the formal study of ethics in Chapter 2. After Chapter 2, you may cover the remaining
chapters in any order you choose, because Chapters 3...10 do not depend on each othel

Many departments choose to incorporate discussions of social and ethical issues
throughout the undergraduate curriculum. The independence of Chapters 3...10 makes
it convenient to usé&thics for the Information Age as a supplementary textbook. You can
simply assign readings from the chapters most closely related to the course topic.


www.computer.org/education/cc2001/final

PREFACE xxiii

SUPPLEMENTS

The following supplements are available to quali“ed instructors on Pearsones Instructor
Resource Center. Please contact your local Pearson sales representative, or visit ww\
.pearsonhighered.com/educator to access this material.

An instructores manual provides tips for teaching a course in computer ethics. It
also contains answers to all of the review questions.

A test bank contains more than 300 multiple-choice, “ll-in-the-blank, and essay
guestions that you can use for quizzes, midterms, and “nal examinations.

A set of PowerPoint lecture slides outlines the material covered in every chapter.

FEEDBACK

Ethics for the Information Age cites hundreds of sources and includes dozens of ethical
analyses. Despite my best efforts and those of many reviewers, the book is bound to
contain errors. | appreciate getting comments (both positive and negative), corrections,
and suggestions from readers. Please send them to quinnm@seattleu.edu or Michael J
Quinn, Seattle University, College of Science and Engineering, 901 12th Avenue, Seattle
WA 98122.
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We never know how high we are
Till we are called to rise;

And then, if we are true to plan,
Our statures touch the skies.

The heroism we recite

Would be a daily thing,

Did not ourselves the cubits warp
For fear to be a king.

Emily Dickinson , Aspiration

| dedicate this book to my childrehauna, Brandon, and Courtney.

Know that my love goes with you, wherever your aspirations may lead you.
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CHAPTER

Catalysts for
Change

A tourist came in from Orbitville,
parked in the air, and said:

The creatures of this star
are made of metal and glass.

Through the transparent parts
you can see their guts.

Their feet are round and roll
on diagrams of long

measuring tapes, dark
with white lines.

They have four eyes.
The two in back are red.

Sometimes you can see a * ve-eyed
one, with a red eye turning

on the top of his head.
He must be special

the others respect him
and go slow

when he passes, winding
among them from behind.

They all hiss as they glide,
like inches, down the marked

tapes. Those soft shapes,
shadowy inside

the hard bodies are they
their guts or their brains?

May Swenson, Southbound on the Freeway 1

1. Copyright © 1963 by the Literary Estate of May Swenson. Reprinted by permission.
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CHAPTER1 CATALYSTS FOR CHANGE

own digits. The tablet, the abacus, and mathematical tables are three important aids to
manual calculating [9].

Simply having a tablet to write down the numbers being manipulated is a great
help. In ancient times, erasable clay and wax tablets served this purpose. By the late
Middle Ages, Europeans often used erasable slates. Paper tablets became common i
the nineteenth century, and they are still popular today.

An abacus is a computing aid in which a person performs arithmetic operations by
sliding counters along rods, wires, or lines. The “rst abacus was probably developed in
the Middle East more than two thousand years ago. In a Chinese, Japanese, or Russiar
abacus, counters move along rods or wires held in a rectangular frame. Beginning in
medieval Europe, merchants performed their calculations by sliding wooden or metal
counters along lines drawn in a wooden counting board (Figure 1.3). Eventually the
word scounterZ came to mean not only the disk being manipulated but also the place
in a store where transactions take place [9].

Mathematical tables have been another important aid to manual computing for
about two thousand years. A great breakthrough occurred in the early seventeenth cen-
tury, when John Napier and Johannes Kepler published tables of logarithms. These tables
were tremendous time savers to anyone doing complicated math because they allowed
them to multiply two numbers by simply adding their logarithms. Many other useful
tables were created as well. For example, businesspeople consulted tables to compute in
terest and convert between currencies. Today, people who compute their income taxes
by handZ make use of tax tables to determine how much they owe.

Even with tablets, abacuses, and mathematical tables, manual calculating is slow, te-
dious, and error-prone. To make matters worse, mathematical tables prepared centuries
ago usually contained errors. Thates because somebody had to compute each table entry
and somebody had to typeset each entry, and errors could occur in either of these steps.
Advances in science, engineering, and business in the post-Renaissance period moti-
vated European inventors to create new devices to make calculations faster and more
reliable and to automate the printing of mathematical tables.

Mechanical Calculators

Blaise Pascal had a weak physique but a powerful mind. When he got tired of summing
by hand long columns of numbers given him by his father, a French tax collector,
he constructed a mechanical calculator to speed the chore. Pascales calculator, built
in 1640, was capable of adding whole numbers containing up to six digits. Inspired
by Pascalss invention, the German Gottfried Leibniz constructed a more sophisticated
calculator that could add, subtract, multiply, and divide whole numbers. The hand-
cranked machine, which he called the Step Reckoner, performed multiplications and
divisions through repeated additions and subtractions, respectively. The calculators of
Pascal and Leibniz were not reliable, however, and did not enjoy commercial success.

In the nineteenth century, advances in machine tools and mass-production meth-
ods, combined with larger markets, made possible the creation of practical calculating
machines. Frenchman Charles Thomas de Colmar utilized the stepped drum gear mech-
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Figure 1.3 Thisillustration from Gregor Reischwargarita Philosophica, published in 1503,
shows two aids to manual calculating. The person on the left is using a tablet; the person
on the right is adding numbers using a counting board, a type of abg@uScience Museum
Library/Science & Society Picture Library)

anism invented by Leibniz to create the Arithmometer, the “rst commercially successful
calculator. Many insurance companies purchased Arithmometers to help their actuaries
compute rate tables more rapidly [9].

Swedish publisher Georg Scheutz was intimately familiar with printing errors as-
sociated with the production of mathematical tables. He resolved to build a machine
capable of automatically calculating and typesetting table values. Scheutz knew about
the earlier work of English mathematician Charles Babbage, who had demonstrated how
a machine could compute the values of polynomial functions through the method of
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differences. Despite promising early results, Babbagees efforts to construct a full-scale
Difference Engine had been unsuccessful. In contrast, Georg Scheutz and his son Ed-
vard, who developed their own designs, completed the worldes “rst printing calculator:

a machine capable of calculating mathematical tables and typesetting the values onto
molds. The Dudley Observatory in Albany, New York, purchased the Scheutz difference
engine in 1856. With support from the U.S. Nautical Alimanac Of“ce, astronomers used
the machine to help them compute the motion of Mars and the refraction of starlight.
Difference engines were never widely used; the technology was eclipsed by the emer-
gence of simpler and less expensive calculating machines [9].

America in the late 1800s was a fertile ground for the development of new calcu-
lating technologies. This period of American history, commonly known as the Gilded
Age, was characterized by rapid industrialization, economic expansion, and a concen-
tration of corporate power. Corporations merged to increase ef“ciency and pro“ts, but
the new, larger corporate organizations had multiple layers of management and multiple
locations, and in order for middle- and upper-level managers to monitor and improve
performance, they needed access to up-to-date, comprehensive, reliable, and affordable
information. All these requirements could not be met by bookkeepers and accountants
using pen and paper to sum long columns of transactions by hand [10].

To meet this demand, many entrepreneurs began producing adding and calculating
machines. One of these inventors was William Burroughs, a former bank clerk who
had spent long days adding columns of “gures. Burroughs devised a practical adding
machine and offered it for sale. He found himself in a cut-throat market; companies
competed “ercely to reduce the size of their machines and make them faster and easier to
use. Burroughs distinguished himself from his competitors by putting together “rst-class
manufacturing and marketing organizations, and by the 1890s, the Burroughs Adding
Machine Company led the industry. Calculating machines were entrenched in the of“ces
of large American corporations by the turn of the century [10].

The adoption of mechanical calculators led to the «deskillingZ and «feminizationZ of
bookkeeping (Figure 1.4). Before the introduction of calculating machines, of‘ces were
a male bastion, and men who could rapidly compute sums by hand were at a premium.
Calculators leveled the playing “eld, making people of average ability quite productive.
In fact, a 1909 Burroughs study concluded that a clerk using a calculator was six times
faster than a clerk adding the same column of “gures by hand [11]. As managers intro-
duced mechanical calculators into of“ces, they replaced male bookkeepers with female
bookkeepers and lowered wages. In 1880, only 5.7 percent of bookkeepers, cashiers, an
accountants were women, but by 1910, the number of women in these jobs had risen to
38.5 percent [12].

Cash Register

Store owners in the late 1800s faced challenges related to accounting and embezzlement
Keeping accurate sales records was becoming more dif‘cult as smaller stores evolved
into «department storesZ with several departments and many clerks. Preventing embez-
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Figure 1.4 Mechanical calculators led to the «deskillingZ and sfeminizationZ of book-
keeping. This photo shows bookkeepers using Comptometer calculators in (P9iiceton
University Press)

zlement was tricky when clerks could steal cash simply by not creating receipts for some
sales.

While on a European holiday in 1878, Ohio restaurateur James Ritty saw a mechan-
ical counter connected to the propeller shaft of his ship. A year later, he and his brother
John used that concept to construct the “rst cash register, essentially an adding machine
capable of expressing values in dollars and cents. Enhancements followed rapidly, and
by the early 1900s, the cash register had become an important information process-
ing device (Figure 1.5). Cash registers created printed, itemized receipts for customers,
maintained printed logs of transactions, and performed other accounting functions that
provided store owners with the detailed sales records they needed.

Cash registers also made embezzlement by clerks more dif‘cult. The bell made it
impossible for clerks to sneak money from the cash drawer and helped ensure that every
sale was erung up.Z Printed logs made it easy for department store owners to compare
cash on hand against sales receipts [10].

Punched Card Tabulation

As corporations and governmental organizations grew larger in the late 1800s, they
needed to handle greater volumes of information. One of these agencies was the U.S.
Bureau of the Census, which collected and analyzed information on tens of millions of
residents every decade. Aware of the tedium and errors associated with clerks manually
copying and tallying “gures, several Census Bureau employees developed mechanica
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Figure 1.5 An NCR cash register in Millerss Shoe Shine Parlor, Dayton, Ohio (1904).
(The NCR Archive at Dayton History)

tabulating machines. Herman Hollerith created the most successful device. Unlike a pre-
decessor, who chose to record information on rolls of paper, Hollerith decided to record
information on punched cards. The use of punched cards to store data was a much bet-
ter approach, because cards could be sorted into groups, allowing the computation of
subtotals by categories. Hollerithes equipment proved to be a great success when usec
in the 1890 census. In contrast to the 1880 census, which had required eight years to
complete, the 1890 census was “nished in only two years (Figure 1.6).

Other data-intensive organizations found applications for punched cards. Railroads
used them to improve their accounting operations and send bills out more frequently.
Retail organizations, such as Marshall Fieldss, used punched cards to perform more
sophisticated analyses of information generated by the cash registers at its many stores
The Pennsylvania Steel Company and other heavy industries began to use punched-card
technology to do cost accounting on manufacturing processes.

The invention of sorters, tabulators, and other devices to manipulate the data on
punched cards created a positive feedback loop. As organizations began using tabulating
machines, they thought up new uses of information-processing equipment, stimulating
further technological innovations.

International Business Machines (IBM) is the corporate descendant of Hollerithes
company. Over a period of several decades, IBM and its principal competitor, Rem-
ington Rand, developed sophisticated machines based around punched cards: card
punches, card veri‘ers, card sorters, and card tabulators. Users used these devices
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Figure 1.6 A U.S. Census Bureau employee uses a Hollerith electric tabulator (1890).
(© Bettmann/CORBIS)

to createdata-processing systems that received input data, performed one or more
calculations, and produced output data. Within these systems, punched cards stored
input data, intermediate results, and output data. In the most complicated systems,
punched cards also stored the program,the steps of the computational process to be
followed. Early systems relied on human operators to carry cards from one machine to
the next. Later systems had electrical connections that allowed the output of one ma-
chine to be transmitted to the next machine without the use of punched cards or human
intervention.

Organizations with large data-processing needs found punched-card tabulators
and calculators to be valuable devices, and they continually clamored for new features
that would improve the computational capabilities and speed of their systems [10].
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to develop their own languages. Customers didnet like incompatible languages, because
it meant programs written for one brand of computer had to be rewritten before they
could be run on another brand of computer. In 1959 an extremely important customer,
the U.S. Department of Defense, brought together a committee to develop a common
business-oriented programming language that all manufacturers would support. The
committee wrote the speci“cation for COBOL. By requiring manufacturers to support
COBOL in order to get defense contracts, the U.S. Department of Defense helped ensure
its widespread adoption [16].

In the early 1960s, John Kemeny and Thomas Kurtz at Dartmouth College directed
teams of undergraduate students who developed a time-sharing system and an easy-
to-learn programming language. The Dartmouth Time-Sharing System (DTSS) gave
multiple people the ability to edit and run their programs simultaneously, by dividing
the computeres time among all the users. Time-sharing made computers accessible to
more people because it allowed the cost of owning and operating a computer system
to be divided among a large pool of users who purchased the right to connect to the
system [17].

The development of BASIC, a simple, easy-to-learn programming language, was an-
other important step toward making computers accessible to a wider audience. Kemeny
and Kurtz saw BASIC as a way to teach programming, and soon many other educa-
tional instutions began teaching students how to program using Dartmouth BASIC. The
languager-s popularity led computer manufacturers to develop their own versions of BA-
SIC [17].

Transistor and Integrated Circuit

Although the British had radar installations at the beginning of World War 1I, it be-
came clear during the Battle of Britain that their systems were inadequate. The British
and Americans worked together to develop microwave radar systems capable of locat-
ing enemy planes more precisely. Microwave radar required higher frequency receivers
utilizing semiconductors, and in the process of manufacturing microwave radar systems
for the war effort, several American companies, including AT&T, greatly improved their
ability to create semiconductors [18].

AT&T was on the lookout for a new technology to replace the vacuum tube. Its long-
distance network relied on vacuum tubes to amplify signals, but the tubes required a lot
of power, generated a lot of heat, and burned out like lightbulbs. After the war, AT&T put
together a team of Bell Labs scientists, led by Bill Shockley, to develop a semiconductor
substitute for the vacuum tube. In 1948, Bell Labs announced the invention of such a
device, which they called theansistor [19].

While most electronics companies ignored the invention of the transistor, Bill
Shockley understood its potential. He left Bell Labs and moved to Palo Alto, Califor-
nia, where he founded Shockley Semiconductor in 1956. He hired an exceptional team
of engineers and physicists, but many disliked his heavy-handed management style [19].
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Figure 1.9 The eight founders of Fairchild Semiconductor on the factory "oor. Gordon
Moore is second from the left and Robert Noyce is on the rigiMayne Miller/Magnum
Photos, Inc.)

In September 1957, eight of Shockleyes most talented employees, including Gordon
Moore and Robert Noyce, walked out. The group, soon to be known as the straitorous
eight,Z founded Fairchild Semiconductor (Figure 1.9). By this time transistors were being
used in a wide variety of devices, from transistor radios to computers. While transistors
were far superior to vacuum tubes, they were still too big for some applications. Fairchild
Semiconductor set out to produce a single semiconductor device containing transistors,
capacitors, and resistors; in other words,iategrated circuit. Another “rm, Texas In-
struments, was on the same mission. Today, Robert Noyce of Fairchild Semiconductor
and Jack Kilby of Texas Instruments are credited for independently inventing the inte-
grated circuit [20].

The Cold War between the United States and the Soviet Union played an impor-
tant role in advancing integrated circuit technology. American engineers developing the
Minuteman Il ballistic missile in the early 1960s decided to use integrated circuits to im-
prove the processing speed of its guidance computer. The Minuteman Il program was
the single largest consumer of integrated circuits in the United States between 1962 and
1965, representing about 20 percent of total sales. During these years companies learnec
how to make rugged, reliable integrated circuits [9]. They also continued to shrink the
components within the integrated circuits, leading to an exponential increase in their
power. Gordon Moore noted this trend in a 1965 paper and predicted it would continue.
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Figure 1.10 Engineers test processors for the System/360 Model 40, a medium-sized IBM
mainframe introduced in 1964(Courtesy of International Business Machines Corporation)

Today,Moore’s Law refers to the phenomenon of integrated circuits becoming twice as
powerful roughly every two years.

1.2.9 IBM System/360

The integrated circuit made possible the construction of much more powerful and
reliable computers. The 1960s was the era of mainframe computers, large computers
designed to serve the data processing needs of large businesses. Mainframe computet
enabled enterprises to centralize all of their data processing applications in a single
system. As we have seen, by this time IBM dominated the mainframe market in the
United States.

In 1964, IBM announced the System/360, a series of 19 compatible computers
with varying levels of computing speed and memory capacity (Figure 1.10). Because
the systems were software compatible, a business could upgrade its computer without
having to rewrite its application programs. This feature was important, because by the
1960s companies were making much larger investments in software.
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1.2.10 Microprocessor

1.2.11

In 1968, Robert Noyce and Gordon Moore left Fairchild Semiconductor to found an-
other semiconductor manufacturing company, which they named Intel. A year later
Japanese calculator manufacturer Busicom approached Intel and asked it to design 12
custom chips for use in a new scienti“c calculator. Intel agreed to provide the chips
and assigned responsibility for the project to Marcian «TedZ Hoff. After reviewing the
project, Hoff suggested that it was not in Intelss best interests to manufacture a cus-
tom chip for every customer. As an alternative, he suggested that Intel create a general-
purpose chip that could be programmed to perform a wide variety of tasks. Each cus-
tomer could program the chip to meet its particular needs. Intel and Busicom agreed
to the plan, which reduced the required number of chips for Busicomes calculator from
12 to 4. A year of development by Ted Hoff, Stanley Mazor, and Federico Faggin led to
the release of the Intel 4004, the worldes ‘itsitroprocessor. Inside the 1/8-inchkx 1/6-

inch chip were 2,300 transistors, giving the Intel 4004 the same computing power as the
ENIAC, which had occupied 3,000 cubic feet.

Microprocessors made it possible to integrate computers into everyday devices. To-
day wesre surrounded by devices containing microprocessors: cell phones, MP3 players,
digital cameras, wristwatches, ATM machines, automobiles, microwave ovens, ther-
mostats, traf“c lights, and much more. The highest-pro“le use of microprocessors, how-
ever, is in personal computers.

Personal Computer

During the Vietnam con”ict in the late 1960s and early 1970s, the area around San Fran-
cisco was home to a signi“cant counterculture, including a large number of antiwar
and antiestablishment activists. The do-it-yourself idealism of the power-to-the-people
movement intersected with advances in computer technology in a variety of ways, in-
cluding theWhole Earth Catalog, the Peopless Computer Company, and the Homebrew
Computer Club [21].

The Whole Earth Catalog, “rst published in 1968, was esort of like Google in pa-
perback formZ [22],an effort to pull together in a single large volume lists of helpful
tools for the creation of a more just and environmentally sensitive society. The de“nition
of «toolsZ was broad; the cataloges lists included books, classes, garden tools, camping
equipment, and (in later issues) early personal computers. *Withthele Earth Cat-
alog, Stewart Brand offered a generation of computer engineers and programmers an
alternative vision of technology as a tool for individual and collective transformationZ
[23].

The Peopless Computer Company was a not-for-pro“t corporation dedicated to
educating people on how to use computers. One of its activities was publishing a news-
paper. The cover of the “rst issue read: *Computers are mostly used against people
instead of for people, used to control people instead dfée them, time to change all
that,we need a PEOPLE*S COMPUTER COMPANYZ [24]. Typical issues contained
programming tips and the source code to programs, particularly educational games
written in BASIC. Newspaper publisher Bob Albrecht said, ¢l was heavily in"uenced
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by theWhole Earth Catalog. | wanted to give away ideasZ [23]. The Peopless Computer
Company also set up the Peopless Computer Center in a strip mall in Menlo Park. The
Peopless Computer Center allowed people to rent teletype terminals connected to a time-
shared computer. A large number of teenagers were drawn to computing through Friday
evening game-playing sessions. Many users wrote their own programs, and the cen-
ter promoted a culture in which computer enthusiasts freely shared software with each
other.

In 1975, the Homebrew Computer Club, an outgrowth of the Peopless Computer
Company, became a meeting place for hobbyists interested in building personal com-
puters out of microprocessors. A company in Albuguerque, New Mexico, called MITS
had recently begun shipping the Altair 8800 personal computer, and during the “rst few
Homebrew Computer Club meetings, members showed off various enhancements to
the Altair 8800. Progress was frustratingly slow, however, due to the lack of a higher-level
programming language.

Three months after the establishment of the Homebrew Computer Club, MITS
representatives visited Palo Alto to demonstrate the Altair 8800 and the BASIC inter-
preter created by Paul Allen and Bill Gates, who had a tiny company called Micro-Soft.
The audience in the hotel conference room was far larger than expected, and during
the overcrowded and chaotic meeting somebody acquired a paper tape containing the
source code to Altair BASIC. More than 70 copies of the tape were handed out at the
next meeting of the Homebrew Computer Club. After that, free copies of the interpreter
proliferated. Some hobbyists felt that the asking price of $500 for the BASIC interpreter
was too high, considering that the Altair computer itself cost only $395 as a kit or $495
preassembled [21].

Bill Gates responded by writing *An Open Letter to HobbyistsZ that was reprinted
in a variety of publications. In the letter he asserted that less than 10 percent of all Altair
owners had purchased BASIC, even though far more people than that were using it.
According to Gates, the royalties Micro-Soft had received from Altair BASIC made the
time spent on the software worth less than $2 an hour. He wrote, *Nothing would please
me more than being able to hire ten programmers and deluge the hobby market with
good software Z but the theft of software created svery little incentiveZ for his company
to release new products [21].

The controversy over Altair BASIC did not slow the pace of innovations. Hobbyists
wanted to do more than "ip the toggle switches and watch the lights blink on the Altair
8800. Steve Wozniak, a computer engineer at Hewlett-Packard, created a more power-
ful personal computer that supported keyboard input and television monitor output.
Wozniakes goal was to make a machine for himself and to impress other members of the
Homebrew Computer Club, but his friend Steve Jobs thought of a few improvements
and convinced Wozniak they should go into business (Figure 1.11). They raised $1,300
by selling Jobes Volkswagen van and Wozniakss Hewlett-Packard scienti“c calculator,
launching Apple Computer. Although the company sold only 200 Apple | computers,
its next product, the Apple Il, became one of the most popular personal computers of
all time.
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Figure 1.11Steve Jobs (right) convinced Steve Wozniak they should go into business selling
the personal computer Wozniak designed. They named their company Apple Computer.
(© Kimberly White/Corbis)

By the end of the 1970s, many companies, including Apple Computer and Tandy,
were producing personal computers. While hundreds of thousands of people bought
personal computers for home use, businesses were reluctant to move to the new com-
puter platform. Two signi“cant developments made personal computers more attractive
to businesses.

The “rst development was the computer spreadsheet program. For decades “rms
have used spreadsheets to perform “nancial predictions. Manually computing spread-
sheets is monotonous and error-prone, since changing a value in a single cell can require
updating many other cells. In the fall of 1979, Bob Frankston and Harvard MBA student
Dan Bricklin released their program, called VisiCalc, for the Apple Il. VisiCalces labor-
saving potential was obvious to businesses. After a slow start, it quickly became one of
the most popular application programs for personal computers. Sales of the Apple I
computer increased signi“cantly after the introduction of VisiCalc.

The second development was the release of the IBM PC in 1981. The IBM name
exuded reliability and respectability, making it easier for companies to make the move
to desktop systems for their employees. As the saying went, *\Nobody ever got “red for
buying from IBM.Z In contrast to the approach taken by Apple Computer, IBM decided
to make its PC an open architecture, meaning the system was built from off-the-shelf
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the other proposals, either. Morse persisted with his lobbying, and in 1843, Congress
appropriated $30,000 to Morse for the construction of a 40-mile telegraph line between
Washington, D.C., and Baltimore, Maryland.

On May 1, 1844, the Whig party convention in Baltimore nominated Henry Clay
for President. The telegraph line was only complete to Annapolis Junction at that time.
A courier hand-carried a message about Clayss nomination from Baltimore to Annapolis
Junction, where it was telegraphed to Washington. This was the “rst news reported via
telegraph. The line of“cially opened on May 24. Morse, seated in the old Supreme Court
chamber inside the U.S. Capitol, sent his partner in Baltimore a verse from the Bible:
*What hath God wrought?Z

The value of the telegraph was immediately apparent, and the number of telegraph
lines quickly increased. By 1846, telegraph lines connected Washington, D.C., Baltimore,
Philadelphia, New York, Buffalo, and Boston. In 1850, twenty different companies oper-
ated 12,000 miles of telegraph lines. The “rst transcontinental telegraph line was com-
pleted in 1861, putting the Pony Express out of business (Figure 1.13). The telegraph
was the sole method of rapid long-distance communication until 1877. By this time the
United States was networked by more than 200,000 miles of telegraph wire [26].

The telegraph was a versatile tool, and people kept “nding new applications for it.
For example, by 1870, “re alarm telegraphs were in use in 75 major cities in the United
States. New York City alone had 600 “re alarm telegraphs. When a person pulled the
lever of the alarm box, it automatically transmitted a message identifying its location to
a “re station. These devices greatly improved the ability of “re departments to dispatch
equipment quickly to the correct location [26].

Figure 1.13Pony Express riders lost their jobs when the U.S. transcontinental telegraph
line was completed in 1861© North Wind Picture Archives / Alamy)
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1.3.3 Telephone

Alexander Graham Bell was born in Edinburgh, Scotland, into a family focused on
impairments of speech and hearing. His father and grandfather were experts in elocution
and the correction of speech. His mother was almost completely deaf. Bell was educated
to follow in the same career path as his father and grandfather, and he became a teacher
of deaf students. Later, he married a deaf woman.

Bell pursued inventing as a means of achieving “nancial independence. At “rst he
focused on making improvements to the telegraph. A signi“cant problem with early
telegraph systems was that a single wire could transmit only one message at a time. If
multiple messages could be sent simultaneously along the same wire, communication
delays would be reduced, and the value of the entire system would increase.

Belles solution to this problem is called a harmonic or musical telegraph. If you
imagine hearing Morse code, ites obvious that all of the dots and dashes are the same
note played for a shorter or longer period of time. The harmonic telegraph assigned
a different note (different sound frequency) to each message. At the receiving end,
different receivers could be tuned to respond to different notes, as you can tune your
radio to hear only what is broadcast by a particular station.

Bell knew that the human voice is made up of sounds at many different frequencies.
From his work on the harmonic telegraph, he speculated that it should be possible to
capture and transmit human voice over a wire. He and Thomas A. Watson succeeded
in transmitting speech electronically in 1876. Soon after, they commercialized their
invention.

Nearly all early telephones were installed in businesses. Leasing a telephone wa:
expensive, and most people focused on its commercial value rather than its social value.
However, the number of phones placed in homes increased rapidly in the 1890s, after
Bellss “rst patent expired.

Once telephones were placed in the home, the traditional boundaries between pri-
vate, family life and public, business life became blurred. People enjoyed being able to
conduct business transactions from the privacy of their home, but they also found that
a ringing telephone could be an unwelcome interruption [27].

Another consequence of the telephone was that it eroded traditional social hierar-
chies. An 1897 issue Wfestern Electrician reports that Governor Chauncey Depew of
New York was receiving unwanted phone calls from ordinary citizens: *Every time they
see anything about him in the newspapers, they call and tell him what a «“ne letter he
wrotee or swhat a lovely speech he made s or ask if this or that report is true; and all this
from people who, if they came to his of“ce, would probably never say more than «Good
mornings Z [28].

People also worried about the loss of privacy brought about by the telephone. In
1877,The New York Times reported that telephone men responsible for operating an
early system in Providence, Rhode Island, overheard many con“dential conversations.
The writer fretted that telephone eavesdropping would make it dangerous for anyone in
Providence to accept a nomination for public of‘ce [27].
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The telephone enabled the creation of the “rst sonlineZ communities. In rural areas
the most common form of phone service was the party line: a single circuit connecting
multiple phones to the telephone exchange. Party lines enabled farmers to gather by their
phones every evening to talk about the weather and exchange gossip [29].

The power of this new medium was demonstrated in the Bryan/McKinley Presiden-
tial election of 1896. For the “rst time, Presidential election returns were transmitted
directly into peopless homes. *Thousands sat with their ear glued to the receiver the
whole night long, hypnotized by the possibilities unfolding to them for the “rst timeZ
[30].

The development of cell phone technology in the latter part of the twentieth cen-
tury made telephone service much more widely available. Telephone service has now
been extended to people living in areas never reached by wired telephone service, par-
ticularly those living in less developed countries. Today, the number of cell phones in
use worldwide exceeds the number of traditional, wired telephones [31].

Typewriter and Teletype

For hundreds of years people dreamed of a device that would allow an individual to
produce a document that looked as if it had been typeset, but the dream was not realized
until 1867, when Americans Christopher Sholes, Carlos Glidden, and Samuel Soule
patented the “rst typewriter. In late 1873, Remington & Sons Company, famous for
guns and sewing machines, produced the “rst commercial typewriter. It was dif“cult
to use and was not well received; Remington & Co. sold only 5,000 machines in the “rst
“ve years. However, the typewriter did get the attention of Mark Twain, who used it to
produceTom Sawyer, which may have been the worldes “rst typewritten manuscript.

By 1890, more reliable typewriters were being produced, and the typewriter became a
common piece of of“ce equipment [32].

In 1908, Charles and Howard Krum succeeded in testing an experimental machine
that allowed a modi“ed Oliver typewriter to print a message transmitted over a telegraph
line. They called their invention the teletype. During the 1920s, news organizations
began using teletype machines to transmit stories between distant of‘ces, and Wall
Street “rms began sending records of stock transactions over teletypes.

Radio

Earlier, we described how the experiments of Oersted, Sturgeon, and Henry led to the
development of the electromagnet and the telegraph. The connection between electric-
ity and magnetism remained mysterious, however, until Scottish physicist James Clerk
Maxwell published a mathematical theory demonstrating their relationship. This the-
ory predicted the existence of an electromagnetic wave spreading with the velocity of
light. It also predicted that light itself was an electromagnetic phenomenon. In 1885,
Heinrich Hertz successfully generated electromagnetic waves, proving the correctness of
Maxwellss theory.
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Guglielmo Marconi put Hertzes discovery to practical use by successfully transmit-
ting radio signals in the hills outside Bologna, Italy, in 1895. Unable to attract the at-
tention of the Italian government, he took his invention to England, where he founded
the Marconi Wireless Telegraph Company. The name of the company re”ects Marconies
concept of how his invention would be used. To Marconi, radio, or swireless,Z was a
superior way to transmit telegraph messages.

David Sarnoff emigrated from Russia to the United States with his family when he
was nine. When he had completed school, he landed a position with the Marconi Wire-
less Telegraph Company. In 1912, Sarnoff made a name for himself when he intercepted
the “rst distress signal from th€itanic and spent the next three days relaying informa-
tion about the rescue effort to the rest of the world. Four years later, Sarnoff suggested the
use of radio as an entertainment device, writing: «I have in mind a plan of development
which would make radio a household utility in the same sense as the piano or phono-
graph . . . The receiver can begigned in the form of a simple *Radio Music Box .
(which) can be placed in the parlor or living roomZ [33]. In two decades, Sarnoffes vision
had become areality.

The power of radio as a medium of mass communication was demonstrated on the
evening of October 30, 1938 (the night before Halloween). From CBS Radio Studio One
in New York, Orson Welles and the Mercury Theater put on a one-hour dramatization
of H. G. WellsedNar of the Worlds (Figure 1.14). To increase suspense, the play was
performed as a series of news bulletins interrupting a concert of dance music. These
bulletins described events occurring on a farm near Grovers Mill, New Jersey. Many
listeners panicked. sPeople packed the roads, hid in cellars, loaded guns, even wrapped
their heads in wet towels as protection from Martian poison gas, oblivious to the fact
that they were acting out the role of the panic-stricken public that actually belonged in
aradio playZ [34].

Television

Broadcasting video over a wire began in 1884 with the invention of an electro-
mechanical television by Paul Nipkow, but the “rst completely electronic television
transmission was made in 1927 by Philo Farnsworth. Millions of Americans were for-
mally introduced to the television at the 1939 Worldes Fair held in New York City, which
had as its theme, «The World of Tomorrow.Z Since an early retail television set cost about
as much as an automobile, televisions remained a rarity in American households until
the 1950s, when prices fell dramatically.

Televisiones ability to send a message around the world was demonstrated in July
1969. Hundreds of millions of people watched on live TV as astronaut Neil Armstrong
stepped from the lunar module onto the surface of the Moon (Figure 1.15).

Television has created many opportunities for snews junkiesZ to get their “xes.
The major commercial broadcast television networks have been supplemented by Fox,
CNN, and other cable news organizations plus a myriad of Web sites. The various
organizations compete with each other to be the “rst to break news stories. Increasingly,
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Figure 1.14 Orson Welleses radio adaption ®¥ar of the Worlds on the evening of
October 30, 1938, convinced many Americans that Martians were attacking New Jersey.
(© Bettmann/CORBIS)

the media have turned to computer technology to help them provide information to the
public. Sometimes this has led to embarrassing mistakes, as in the 2000 U.S. Presidentia
election.

About 7:50re.m. on the evening of Tuesday, November 7, 2000, before the polls had
even closed in the Florida panhandle, the major networks began announcing that Al
Gore would be the winner in Florida. Based on the expected result of the Florida election,
the networks went on to predict,while people were still voting in the Western states,,
that Al Gore would be the next President of the United States.

You might be wondering how it is possible to predict the outcome of an election
before everyone has voted. In a practice known as exit polling, a company called Voter
News Service questions people leaving polling places. It combines the information it
collects with early returns to predict the outcome of elections. Since 1988, the television
networks have relied upon the Voter News Service to provide them with exit polling
results.
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NSENET

The National Science Foundation (NSF) in the United States saw the importance of
networking to the academic community. It created a TCP/IP-based network called

NSFNET, and it provided grants to universities to join the NSFNET. These grants en-
couraged broad participation by stipulating that universities would have to make their

Internet connections available to all quali“ed users. The NSFNET consisted of regional
networks connected by the NSFNET Backbone.

The NSF encouraged the universities participating in regional networks to reduce
their network subscription costs by “nding commercial customers for the networks. At
the same time, the NSF banned commercial traf‘c on the NSFNET Backbone. These
policies stimulated private companies to create commercial, long-distance Internet con-
nections in the United States. In April 1995, the NSF ceased funding the NSFNET Back-
bone. Commercial network providers, well established by this time, took over the task
of supplying long-distance Internet connections in the United States.

Broadband

The termbroadband refers to a high-speed Internet connection, such as a cable modem
or a DSL modem, that is at least 10 times faster than a dial-up Internet connection.
The availability and speed of broadband connections continues to improve as “ber optic
networks gradually replace networks based on copper wire. Fiber optic networks support
high-capacity international broadband connections, such as those between the United
States and India.

Broadband connections make feasible the transfer of large “les, such as those con-
taining images, music, and video. The growth of “le-swapping among Internet users has
paralleled the growth of broadband connections.

Typical broadband speeds vary widely among highly developed countries. The
world broadband leaders are South Korea, with an average speed of 14.4 megabits pel
second, Hong Kong, at 9.2 megabits per second, and Japan, at 8.1 megabits per sec
ond. The United States ranks 14th in the world, with an average broadband speed of 5.3
megabits per second [37].

Milestones in Information Storage and Retrieval

Codex

Two thousand years ago, important information was recorded on papyrus scrolls
wrapped around wooden rods. Papyrus had to be stored this way to keep from breaking
apart. Even so, the ends of papyrus scrolls tended to fall off.

The development of the codex was a signi“cant advance in information storage and
retrieval technology. A codex was made up of rectangular pages sewn together on one
side. These pages were made out of sheepskin (parchment) or calfskin (vellum). The
codex was superior to papyrus in two ways. First, the codex was much more durable
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In 1979, Apple Computer sold 10 percent of its stock to Xerox. In return, Xerox
let Jobs and some Apple engineers visit Xerox PARC and learn more about its research.
Jobs returned from the visit committed to building a computer with a graphical user
interface. A few years later, Apple released the Lisa, a $10,000 personal computer with
a graphical user interface. The price tag was too high, the processor was too slow, and
the Lisa was not commercially successful. However, in January 1984, Apple released the
Macintosh, a faster, $2,495 computer with a graphical user interface. The Macintosh was
an instant hit: Apple sold 300,000 in the “rst year.

During the 1980s, IBM, VisiCorp, and Microsoft all offered graphical user interfaces
for IBM PC-compatible computers, but they could not compare in sophistication to the
interface of the Apple Macintosh. Finally, in May 1990, Microsoft released Windows 3.0
for IBM PCs. Consumers eagerly bought 10 million copies of Windows, giving Microsoft
a near monopoly in the graphical user interface market that it has maintained ever since.

Single-Computer Hypertext Systems

In 1982, Peter Brown at the University of Kent at Canterbury started a hypertext research
project. He named the software Guide. Later, Of‘ce Workstations, Ltd. commercialized
Guide, releasing versions for both the Apple Macintosh and the IBM PC.

In 1987, Apple Computer released HyperCard, a hypertext system that enabled
programmers to create sstacksZ of scards.Z A card could contain text and images. The
HyperCard programmer created links from one card to another with sbuttons Z Buttons
could be visible to the user and labeled, or they could be transparent and associated with
an image or an area of the card.

Users typically viewed one card at atime. They jumped from one card to another by
using the computerss mouse to move a cursor over a button and then clicking the mouse.
The best-selling computer gamilyst andRiven are actually HyperCard stacks.

Networked Hypertext: World Wide Web

Tim Berners-Lee is the son of two mathematicians, both of whom were programmers
for the Ferranti Mark 1 computer in the 1950s. From them, Berners-Lee learned that,
«in principle, a person could program a computer to do most anythingZ [45]. He also
learned that it is easy to get a computer to keep information in lists or tables, but much
more dif“cult to get it to remember arbitrary relationships.

When Berners-Lee was in high school, his father read some books about the brain;
the two of them talked about how a computer might be able to make neural-like connec-
tions the way a brain does. This idea stuck with Berners-Lee, and in 1980, while working
for CERN in Switzerland, he wrote a program called Enquire that incorporated links be-
tween information. Berners-Lee was not familiar with the work of Vannevar Bush, Ted
Nelson, or Doug Engelbart, but he was heading in the same direction.

In late 1989, Berners-Lee wrote a memo to a management team at CERN, proposing
the development of a networked hypertext system that could be used for documentation
purposes. When they didnst respond, he tried again in the spring of 1990. Again, no
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Figure 1.18 Using the Web, you can access up-to-date traf‘c information from many major
cities. (Copyright © 2011 by WSDOT. Reprinted with permission.)

response. However, an intriguing new personal computer called the NeXT had just
been released. Berners-Lee asked his boss if he could purchase a NeXT to check out it
operating system and programming environment. His boss okayed the purchase, then
puckishly suggested that maybe Berners-Lee ought to test the systemes capabilities b
implementing his proposed hypertext system on it [45].

Unlike earlier commercial hypertext systems, Berners-Leess system allowed links
between information stored on different computers connected by a network. Because
it is built on top of the TCP/IP protocol, links can connect any two computers on the
Internet, even if they have different hardware or are running different operating systems.

A Web browser is a program that allows a user to view Web pages and traverse
hyperlinks between pages. Berners-Lee completed the “rst Web browser on the NeXT
Computer on Christmas Day, 1990. He called his browser WorldWideWeb. In March
1991, he released the browser to some computer users at CERN.

The “rst widely used Web browser was Mosaic, developed at the University of Illi-
nois, Urbana-Champaign. Today, the most popular Web browsers are Microsoftes In-
ternet Explorer, Mozillass Firefox, Googless Chrome, and Appless Safari. These browsers
enable Web surfers to retrieve text, still images, movies, songs, computer programs,,
in theory, anything that can be digitized. The Web has also become a convenient way
for organizations to provide people access to news updates and dynamically changing
information (Figure 1.18).



38

1.4.8

1.5

CHAPTER1 CATALYSTS FOR CHANGE

Search Engines

A search engine is a program that accepts a list of keywords from a user, searches a data-
base of documents, and returns those documents most closely matching the speci‘ed
keywords. Today, the term search engine is most frequently used to describe programs
that search databases of Web pages. Web search engines are the most powerful informa
tion retrieval devices ever invented. The most popular Web search engine, Google, has
indexed billions of Web pages.

There are two types of Web search engines. Crawler-based search engines, sucl
as Google and AltaVista, automatically create the database of information about Web
pages. In a process similar to Web sur“ng, programs called spiders follow hyperlinks,
eventually visiting millions of different Web pages. Summary information about these
pages is collected into massive databases. When you perform a query, the search engin
consults its database to “nd the closest matches.

The second type of Web search engine relies upon humans to build the database
of information about various Web pages. People who develop a Web site can submit a
summary of their site to the keepers of the search engine. Alternatively, those responsible
for the search engine may create their own reviews of Web sites. The advantage of this
kind of search engine is that humans can create more accurate summaries of a Web page
than a spider program. The disadvantage of this approach is that only a small fraction of
the Web can be catalogued. The Open Directory Project falls into this category.

Information Technology Issues

Information technology (IT) refers to devices used in the creation, storage, manipula-
tion, exchange, and dissemination of data, including text, sound, and images. Comput-
ers, telephones, and video cameras are examples of IT. The cost of IT devices continues tc
fall, while their capabilities continue to increase. As a result, people are making greater
use of IT in their everyday lives. Some of these uses create new issues that need to b
resolved. In this section, we describe a few of the issues raised by the growth of IT.

The great power of email is that it allows (at least in principle) anyone to send email
to anyone else with an email address. Now that just about everyone has an email account,
it is easier than ever to contact friends and family. Parents who used to complain because
they never got letters from their children at college found out that it was much easier to
keep in touch via email. On the other hand, most email traf“c is spam: unsolicited, bulk,
commercial email. Is spam destroying the value of email?

Thanks to the Web, it is easier than ever to share information with people all over the
world. Imagine | live in Canada and post some controversial “les on my Web site. Some
Americans visit my Web site and download the “les, an action that violates U.S. laws.
Should | be prevented from posting material that is legal in Canada but illegal in the
United States?

For many items of value, making the original copy is expensive, but making copies
of the original is inexpensive. For example, an entertainment company may spend hun-
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dreds of thousands of dollars to produce a CD, but once a CD has been ripped into MP3
“les, the Internet provides a fast and free way to distribute the music. As a result, unau-
thorized copies of songs, movies, and computer programs are proliferating. Should we
continue to give ownership rights to creators of intellectual property, or is it hopeless?
If we no longer give ownership rights to creators of intellectual property, will creativity
suffer?

If | use a credit card to purchase an item, the credit card company now has infor-
mation about my spending habits. Who has a right to that information? For example, if
| buy a pair of water skis with my credit card, does the credit card company have a right
to sell my name, address, and phone number to other companies that may want to sell
me related products?

The use of IT has changed the way that banks process loan applications. Rather than
using a personal interview to decide my creditworthiness, the bank consults a national
credit bureau. What are the advantage and disadvantages of this alternative approach to
lending money?

Computers are now embedded in many devices on which we depend, from traf-
“c signals to pacemakers. Software errors have resulted in injury and even death. When
bugs result in harm to humans, what should the liability be for the people or corpora-
tions that produced the software?

When employees use IT devices in their work, companies can monitor their actions
closely. For example, a company can track the number of calls per minute each of its
telephone operators is handling. It can document the number of keystrokes per minute
of its data entry operators. It can log all of the Web sites its employees visit, and it can
read the email they send and receive at work. How does such monitoring affect the
workplace? Does it create an unacceptable level of stress among employees?

IT is allowing more people than ever to work from home. What are the advantages
and disadvantages of telecommuting?

IT capabilities are leading to changes in the IT industry itself. Silicon Valley used
to be the epicenter of the IT industry, but improvements in the speed and reliability of
communication networks have led to a more decentralized landscape. New hot spots
of innovation include Seattle, Washington (Amazon.com and Microsoft), Austin, Texas
(Dell), Armonk, New York (IBM), Walldorf, Germany (SAP), and Bangalore, India
(Infosys and Wipro). U.S.-based software companies are doing more development in
countries where salaries are much lower, such as India, China, and Vietnam [7]. Will
this trend continue? How many software jobs in the United States will be lost to countries
where labor is signi“cantly cheaper?

The World Wide Web has provided an unprecedented opportunity for individuals
and nongovernmental organizations to have their points of view made available to bil-
lions. This could bring about new levels of citizen involvement and democratic reform.
On the other hand, some countries are making large portions of the Web unavailable
to its citizens. Will the Web prove to be a tool for democracy, or will it be muzzled by
repressive regimes?
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Summary

We are living in the Information Age, an era characterized by ubiquitous computing
and communication devices that have made information much easier to collect, trans-
mit, store, and retrieve. These devices are the culmination of centuries of technological
progress.

The “rst mechanical adding machines date back to the seventeenth century, but real
progress in mechanical calculator technology did not occur until the end of the nine-
teenth century. Advances in machine tools and mass production methods, combined
with market demand, made possible the emergence of practical mechanical calculators
during the second half of the nineteenth century. During Americass Gilded Age, corpo-
rations and governmental organizations grew larger and needed to generate and handle
greater volumes of information in a shorter amount of time. Calculators, cash registers,
and punched-card tabulators were developed to meet these needs. Eventually IBM and
Remington Rand began to produce systems capable of performing lengthy calculations.
These systems used stacks of punched cards to store input data, output data, intermedi-
ate results, and even series of instructions, called programs.

Military-funded research and development projects during World War Il, particu-
larly the construction of the ENIAC and the development of microwave radar systems,
accelerated the emergence of electronic digital computers in the United States and the
United Kingdom. The Small-Scale Experimental Machine constructed at the University
of Manchester in England was the “rst operational, fully electronic digital computer to
store both its program and data in memory. Soon after, computers were commercially
available.

Higher-level programming languages made it practical for more people to program
computers, greatly improved programmer productivity, and allowed organizations to
change computer vendors without having to rewrite all their programs. Time-sharing
made computers more accessible by allowing the costs of purchasing and operating a
computer to be divided among several organizations.

The invention of the transistor and the integrated circuit paved the way for the
creation of the microprocessor, or computer on a chip, and the subsequent growth
of the personal computer industry. The rapid decline in the cost of manufacturing
microprocessors has made possible the use of computers in items as mundane as electri
mixers and door locks, as well as solar-powered calculators selling for less than $5, a far
cry from the “rst rudimentary mechanical adders.

Advances in computing technology have been accompanied by equally dramatic
improvements in communications networks. Two centuries ago mechanical semaphore
telegraph systems could transmit messages at about 350 miles per hour. The discovery
of electromagnetism led to the invention of the modern telegraph that could transmit
messages at the speed of electricity. Alexander Graham Bell worked on improving the
telegraph. He ended up inventing the telephone, which enabled the creation of the “rst
«onlineZ communities. Radio and television made it possible for millions of people
around the planet to receive the same message simultaneously. Todayes Internet binds
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hundreds of millions of computers across the globe, creating new opportunities for
sending as well as receiving messages.

The codex represented a signi“cant improvement over the scroll as a way of storing
information. The codex was more durable than the papyrus scroll, and it was much
easier for readers to “nd a particular passage they were looking for. The availability of
paper and printing presses based on movable metal type made it possible for ordinary
people to afford codices. Even today, books and magazines are typically produced using
this technology.

Vannevar Bush, Ted Nelson, and Douglas Engelbart all envisioned more powerful
ways of storing and retrieving information. Bush suggested that a machine be used
to mimic the associative memory of the brain. Nelson invented the word shypertext,Z
meaning a linked network of nodes containing information. Engelbart conceived of a
computing system built around a graphical display device. His investigations led to many
innovations, including the computer mouse and a video display divided into windows.
Engelbartes concepts became practical with the availability of low-cost systems utilizing
bit-mapped displays, such as the Apple Macintosh. Single-user hypertext systems were
available for the Macintosh a couple of years after its initial release, but the true power
of hypertext was revealed when Tim Berners-Lee created the World Wide Web, which
allowed links between information stored on different computers. The Web has become
a popular and powerful information storage and retrieval mechanism.

© Zits Partnership, KING FEATURES SYNDICATE

What conclusions can we draw from our study of the development of computers,
communication networks, and information storage and retrieval devices? First, revolu-
tionary discoveries are rare. Rather, most innovations represent simply the next step in a
long staircase of evolutionary changes. Each inventor, or team of inventors, relies upon
prior work. In many cases different inventors come up with the same originalZ idea at
the same time.

A second conclusion we can draw from these stories is that information technology
did not begin with the personal computer and the World Wide Web. Many other inven-
tions, including the telegraph, the telephone, the mechanical calculator, the radio, and
the television, led to signi“cant social changes when they were adopted.
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tapping the telephones of senators, congressmen, and Supreme Court justices. The infor-
mation the FBI collected on these “gures had great political value, even if the recordings
revealed no criminal activity. There is evidence Hoover used information gathered dur-
ing this surveillance to discredit congressmen who were trying to limit the power of the
FBI[15].

CHARLES KATZ V. UNITED STATES

A bug is a hidden microphone used for surveillance. In a series of decisions, the
U.S. Supreme Court gradually came to an understanding that citizens should also be
protected from all electronic surveillance conducted without warrants, including bugs.
The key decision was rendered in 1967. Charles Katz used a public telephone to place
bets. The FBI placed a bug on the outside of the telephone booth to record Katzes tele-
phone conversations. With this evidence, Katz was convicted of illegal gambling. The
Justice Department argued that since it placed the microphone on the outside of the
telephone booth, it did not intrude into the space occupied by Katz [15Charles Katz

v. United States, the Supreme Court ruled in favor of Katz. Justice Potter Stewart wrote
that sthe Fourth Amendment protects people, not placesZ [18]. Katz entered the phone
booth with the reasonable expectation that his conversation would not be heard, and
what a person sseeks to preserve as private, even in an area accessible to the public, ma
be constitutionally protectedZ [18].

Operation Shamrock

During World War 11, the U.S. government censored all messages entering and leav-
ing the country, meaning U.S. intelligence agencies had access to all telegram traf“c.
At the end of the war, the censorship bureaucracy was shut down, and the Signal Se-
curity Agency (predecessor to the National Security Agency) wanted to “nd a new way
to get access to telegram traf“c. It contacted Western Union Telegraph Company, ITT
Communications, and RCA Communications, and asked them to allow it to make pho-
tographic copies of all foreign government telegram traf‘c that entered, left, or transited
the United States. In other words, the Signal Security Agency asked these companies tc
break federal law in the interests of national security. All three companies agreed to the
request. The Signal Security Agency gave this intelligence-gathering operation the name
*Shamrock.Z

When the National Security Agency (NSA) was formed in 1952, it inherited Op-
eration Shamrock. The sophistication of the surveillance operation took a giant leap
forward in the 1960s, when the telegram companies converted to computers. Now the
contents of telegrams could be transmitted electronically to the NSA, and the NSA could
use computers to search for key words and phrases.

In 1961, Robert Kennedy became the new attorney general of the United States, and
he immediately focused his attention on organized crime. Discovering that information
about mobsters was scattered piecemeal among the FBI, IRS, Securities and Exchang
Commission (SEC), and other agencies, he convened a meeting in which investigators
from all of these agencies could exchange information. The Justice Department gave the
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names of hundrqu of alleged crime “gures to the NSA, asking that these “gures be put
on its swatch listZ Intelligence gathered by the NSA contributed to several prosecutions.

Also during the Kennedy administration, the FBI asked the NSA to put on its watch
list the names of U.S. citizens and companies doing business with Cuba. The NSA sent
information gathered from intercepted telegrams and international telephone calls back
to the FBI.

During the Vietham War, the Johnson and Nixon administrations hypothesized that
foreign governments were controlling or in"uencing the activities of American groups
opposed to the war. They asked the NSA to put the names of war protesters on its watch
list. Some of the people placed on the watch list included the Reverend Dr. Martin
Luther King, Jr., the Reverend Ralph Abernathy, Black Panther leader Eldrige Cleaver,
pediatrician Dr. Benjamin Spock, folk singer Joan Baez, and actress Jane Fonda.

In 1969, President Nixon established the White House Task Force on Heroin Sup-
pression. The NSA soon became an active participant in the war on drugs, monitoring
the phone calls of people put on its drug watch list. Intelligence gathered by the NSA led
to convictions for drug-related crimes.

Facing hostile Congressional and press scrutiny, the NSA called an end to Operation
Shamrock in May 1975 [19].

Carnivore Surveillance System

The FBI developed the Carnivore system in the late 1990s to monitor Internet traf‘c, in-
cluding email messages. The system itself consisted of a Windows PC and packet-snif‘ng
software capable of identifying and recording packets originating from or directed to a
particular IP address. Armed with a search warrant, the FBI would set up its Carnivore
system at the suspectes Internet service provider [20].

In 2000, the Justice Department demanded that Earthlink, an Internet service
provider, allow the FBI to use Carnivore without a warrant. Earthlink “led a legal chal-
lenge questioning the FBIles authority to do this under the Electronic Communications
Privacy Act, but a U.S. District Court ruled against Earthlink [21, 22].

Between 1998 and 2000, the FBI used the Carnivore system about 25 times. In late
2001, the FBI stopped using Carnivore, replacing it with commercial software capable of
performing the same function [23].

Covert Activities after 9/11

The September 11, 2001, attacks on the World Trade Center and the Pentagon spawned
new, secret intelligence-gathering operations within the United States. The same ques-
tion emerged after each activity became public knowledge: Is it constitutional?

NSA WIRETAPPING

Early in 2002, the Central Intelligence Agency captured several top al-Qaeda members,
along with their personal computers and cell phones. The CIA recovered telephone
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numbers from these devices and provided them to the NSA. The NSA was eager to
eavesdrop on these telephone numbers, hoping to gather information that could be
used to disrupt future terrorist attacks. President Bush signed a presidential order al-
lowing the NSA to eavesdrop on international telephone calls and international emails
initiated by people living inside the United States, without “rst obtaining a search war-
rant [24].

The list of persons being monitored gradually expanded, as the NSA followed con-
nections from the original list of telephone numbers. At any one time, the NSA eaves-
dropped on up to 500 people inside the United States, including American citizens,
permanent residents, and foreigners. The NSA also monitored another 5,000 to 7,000
people living outside the United States at any one time [24].

Sources toldrhe New York Times that the surveillance program had foiled at least
two al-Qaeda plots: Ohio truck driver lyman Farises plan to sbring down the Brooklyn
Bridge with blowtorchesZ and another scheme to bomb British pubs and train stations.
Civil libertarians and some members of Congress objected to the program, arguing that
warrantless wiretapping of American citizens violated the Fourth Amendment to the
U.S. Constitution [24].

In March 2010, Vaughn Walker, the chief judge of the Federal District Courtin San
Francisco, ruled that the NSAss warrantless wiretapping program was illegal [25]. As of
July 2011, Judge Walkerss decision is still under appeal by the Obama administration.

TALON DATABASE

The U.S. Department of Defense created the Threat and Local Observation Notices

(TALON) database in 2003. The purpose of the database was to collect reports of suspi-
cious activities or terrorist threats near military bases. These reports were submitted by

military personnel or civilians and then assessed by Department of Defense experts as
either scredibleZ or *not credible Z

In December 2005, NBC News reported that the database contained reports on
anti-war protests occurring far from military bases [26]. In July 2006, the Servicemem-
bers Legal Defense Network reported that the TALON database contained emails from
students at Southern Connecticut State University, the State University of New York at
Albany, the University of California at Berkeley, and William Paterson University of New
Jersey who were planning protests against on-campus military recruiting [27].

The Department of Defense removed many of these reports from TALON after
conducting an in-house review that concluded the database should only contain infor-
mation related to terrorist activity. The American Civil Liberties Union asked Congress
to take steps to ensure that Americans may once again exercise their First Amendment
rights without fear that they will be tracked in a government database of suspicious
activitiesZ [28]. In April 2007, the new Under Secretary of Defense for Intelligence rec-
ommended that the TALON program be terminated [29]. The TALON database was
shut down on September 17, 2007 [30].
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U.S. Legislation Authorizing Wiretapping

As we have seen, the Federal Communications Act of 1934 made wiretapping illegal,
and by 1967 the U.S. Supreme Court had closed the door to wiretapping and bugging
performed without a warrant (court order). After the Katz decision, police were left
without any electronic surveillance tools in their “ght against crime.

Meanwhile, the United States was in the middle of the Viethnam War. In 1968, the
country was rocked by violent antiwar demonstrations and the assassinations of Martin
Luther King, Jr., and Robert F. Kennedy. Law-enforcement agencies pressured Congres:
to allow wiretapping under some circumstances.

Title 111

Congress responded by passing Title Il of the Omnibus Crime Control and Safe Streets
Act of 1968. Title Il allows a police agency that has obtained a court order to tap a phone
for up to 30 days [15].

The government continued to argue that in cases of national security, agencies
should be able to tap phones without a warrant. In 1972, the Supreme Court rejected this
argument when it ruled that the Fourth Amendment forbids warrantless wiretapping,
even in cases of national security [15].

Electronic Communications Privacy Act

Congress updated the wiretapping law in 1986 with the passage of the Electronic Com-
munications Privacy Act (ECPA). The ECPA allows police to attach two kinds of surveil-
lance devices to a suspectes phone line. If the suspect makes a phonpeaalkgister
displays the number being dialed. If the suspect gets a phonetaj;and-trace device
displays the callerss phone number. While a court order is needed to approve the installa-
tion of pen registers and trap-and-trace devices, prosecutors do not need to demonstrate
probable cause, and the approval is virtually automatic.

The ECPA also allows police to condueting wiretaps,wiretaps that move from
phone to phone, if they can demonstrate the suspect is attempting to avoid surveillance
by using many different phones [15].

Stored Communications Act

The Stored Communications Act, part of the Electronic Communications Privacy Act,
has signi“cant privacy implications related to the collection of email messages. Under
this law, the government does not need a search warrant to obtain from an Internet ser-
vice provider email messages more than 180 days old. In other words, when a computer
user allows an Internet service provider to store his or her email messages, the user is
giving up the expectation of privacy of that information [31].
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The federal government issues 50,000 National Security Letters every year [45].
Google is an obvious organization for law enforcement agencies to contact, given the
signi“cant amount of information it collects from individuals who use its search en-
gine. In December 2009, Googless CEO Eric Schmidt told CNBC, «If you have something
that you donet want anyone to know, maybe you shouldnet be doing it in the “rst place.Z
Schmidt admitted Google is obliged to release personal data to law enforcement agen-
cies, saying, ¢[T]he reality is that search engines,including Google,do retain this
information for some time and itss important, for example, that we are all subject in
the United States to the Patriot Act and it is possible that all that information could be
made available to the authoritiesZ [46].

6.6.4 Successes and Failures

According to Tom Ridge, former Secretary of the Department of Homeland Security, the
Patriot Act has helped the government in its “ght against terrorism by allowing greater
information sharing among law enforcement and intelligence agencies, and by giving
law enforcement agencies new investigative tools,smany of which have been used for
years to catch ma“a dons and drug kingpinsZ [47]. Terrorism investigations have led to
charges being brought against 361 individuals in the United States. Of these, 191 have
been convicted or pled guilty, including shoe-bomber Richard Reid, and John Walker
Lindh, who fought with the Taliban in Afghanistan. More than 500 individuals linked to



6.6.5

6.6 USA PATRIOT Acrt 287

the September 11th attacks have been removed from the Uvnited States. Terrorist cells in
Buffalo, Seattle, Tampa, and Portland (the «Portland Se¥éwie been broken up [47].

Unfortunately, a few innocent bystanders have been affected by the war against
terrorism. A notable example is Brandon May“eld.

During the morning rush hour on March 11, 2004, ten bombs exploded on four
commuter trains in Madrid, Spain, killing 191 people and wounding more than 2,000
others. The Spanish government retrieved a partial “ngerprint from a bag of detonators,
and the FBI linked the “ngerprint to Brandon May“eld, an attorney in Portland, Oregon
[48].

Without revealing their search warrant, FBI agents secretly entered May*“eldss home
multiple times, making copies of documents and computer hard drives, collecting ten
DNA samples, removing six cigarette butts for DNA analysis, and taking 355 digital
photographs. The FBI also put May“eld under electronic surveillance [49]. On May
6, 2004, the FBI arrested May“eld as a material withess and detained him for two
weeks. After the Spanish government announced that it had matched the “ngerprints
to Ouhnane Daoud, an Algerian national living in Spain, a judge ordered that May*“eld
be released. The FBI publicly apologized for the “ngerprint misidenti“cation [48].

May“eld said his detention was +an abuse of the judicial processZ that sshouldnet
happen to anybodyZ [48]. He said, «I personally was subject to lockdown, strip searches,
sleep deprivation, unsanitary living conditions, shackles and chains, threats, physical
pain, and humiliationZ [50]. The only evidence against May“eld was a partial “nger-
print match that even the Spanish police found dubious. May“eld had not left the United
States in more than a decade, and he had no connections with any terrorist organiza-
tions. Some civil rights groups suggest May“eld was targeted by the FBI because of his
religious beliefs. The af“davit that the FBI used to get an arrest warrant pointed out that
May"“eld shad converted to Islam, is married to an Egyptian-born woman, and had once
brie”y represented a member of the Portland Seven in a child-custody caseZ [51]. May-
“eld sued the U.S. government for continuing to investigate him after the Spanish police
had eliminated him as a suspect, and in November 2006, the governmentissued a formal
apology and agreed to pay him $2 million [50].

Patriot Act Renewal

Most of the provisions of the Patriot Act have now been made permanent, but three
provisions of particular concern to civil liberties groups must be renewed periodically,,
the provisions permitting the use of roving wiretaps, the surveillance of slone wolfZ
suspects not linked to terrorist groups, and the seizure of business, medical, educational,
and library records without showing probable cause. In May 2011, President Obama
signed into law a four-year extension of these provisions [52].

2. The «Portland SevenZ included six American Muslim men accused of attempting to travel to
Afghanistan to “ght with the Taliban.
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Regulation of Public and Private Databases

In this section, we switch our focus to the information processing category of Solovess
taxonomy of privacy. (Our coverage of issues related to information processing and the
government will continue through Section 6.9.)

Once organizations have collected information, they can manipulate and use itin a
variety of ways, and some of these uses have privacy implications. We begin by describing
the social conditions that led to the creation of the Code of Fair Information Practices
and the passage of the Privacy Act of 1974. We then move on to further legislation that
regulates databases managed by private organizations.

Code of Fair Information Practices

In 1965, the Director of the Budget commissioned a consulting committee, composed
largely of economists, to look at problems caused by the decentralization of statistical
data across many federal agencies. The Census Bureau, the Bureau of Labor Statistic:
the Statistical Reporting Service, and the Economic Research Service of the Department
of Agriculture maintained independent computer databases, making it impossible for
economists and other social scientists to combine information about individuals. Carl
Kaysen, the chair of the committe, wrote:

It is becoming increasingly dif‘cult to make informed and intelligent pol-
icy decisions on such questions in the area of poverty as welfare payments, fam-
ily allowances, and the like, simply because we lack suf‘cient dis-aggregatedZ
information,breakdowns by the many relevant social and economic variables,
that is both wide in coverage and readily usable. The information the Government
does have is scattered among a dozen agencies, collected on a variety of not neces-
sarily consistent bases, and not really accessible to any single group of policy-makers
or research analysts. A test of the proposition, for example, that poor performance
in school and poor prospects of social mobility are directly related to family size
would require data combining information on at least family size and composition,
family income, regional location, city size, school performance, and post-school oc-
cupational history over a period of years in a way that is simply not now possible,
even though the separate items of information were all fed into some part of the
Federal statistical system at some time. [53]

After Kaysenss committee recommended the creation of a National Data Center,
there was an immediate outcry from citizens and legislators expressing concerns about
possible abuses of a massive, centralized government database containing detailed infor:
mation about millions of Americans. The U.S. House of Representatives created a Special
Subcommittee on Invasion of Privacy, which held hearings about these issues [54].

In the early 1970s, Elliot Richardson, the Secretary of the U.S. Department of
Health, Education, and Welfare, convened a group to recommend policies for the devel-
opment of government databases that would protect the privacy of American citizens.
The Secretaryes Advisory Committee of Automated Personal Data Systems, Records



6.7 REGULATION OF PUBLIC AND PRIVATE DATABASES 289

Computers, and the Rights of Citizens produced a report for Congress, which included
the following sbill of rightsZ for the Information Age [55]:

CODE OF FAIR INFORMATION PRACTICES

1. There must be no personal data record-keeping systems whose very
existence is secret.

2. There must be a way for a person to find out what information about the
person is in a record and how it is used.

3. There must be a way for a person to prevent information about the person
that was obtained for one purpose from being used or made available for
other purposes without the person’s consent.

4. There must be a way for a person to correct or amend a record of
identifiable information about the person.

5. Any organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take precautions to prevent misuses of the data.

At about the same time that the Richardson Committee was established in the
United States, similar efforts were underway in Europe. In fact, a year before the Richard-
son Committee issued the report containing the Code of Fair Information Practices, a
Committee on Privacy in the United Kingdom released its own report containing many
of the same principles. Sweden passed privacy laws consistent with the fair information
practices in 1973, and later that decade, the Federal Republic of Germany and France
followed suit [56].

6.7.2 Privacy Act of 1974

The Privacy Act of 1974 represents Congresses codi“cation of these principles described
in the Code of Fair Information Practices. While the Privacy Act does allow individuals

in some cases to get access to federal “les containing information about them, in other
respects it has fallen short of the desires of privacy advocates. In particular, they say
the Privacy Act has not been effective in reducing the "ow of personal information
into governmental databases, preventing agencies from sharing information with each
other, or preventing unauthorized access to the data. They claim agencies have been
unresponsive to outside attempts to bring them into alignment with the provisions of
the Privacy Act. The Privacy Act has the following principal limitations [57]:

1. The Privacy Act applies only to government databases.

Far more information is held in private databases, which are excluded. This is an
enormous loophole, because government agencies can purchase information from
private organizations that have the data they want.

2. The Privacy Act only covers records indexed by a personal identi er.
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Syndromic Surveillance Systems

Another application of data mining by the government is protecting society from immi-
nent dangers.

A syndromic surveillance system is a computerized system that analyzes 911 calls,
visits to the emergency room, school absenteeism, purchases of prescription drugs,
and Internet searches to “nd patterns that might indicate the onset of an epidemic, an
environmental problem leading to illnesses, or bioterrorism.

In the fall of 2002, a syndromic surveillance system in New York City detected a
surge in people seeking treatment for vomiting and diarrhea. These symptoms were the
“rst signs of an outbreak of a Norwalk-type virus. The alert generated by the system
allowed city of“cials to warn doctors about the outbreak and advise them to be particu-
larly careful about handling the highly contagious body "uids of their affected patients
[59].

Telecommunications Records Database

Shortly after September 11, 2001, several major telecommunications providers began
turning over the phone call records of tens of millions of Americans to the National
Security Agency, without a court order. The NSA was not monitoring or recording the
actual conversations; instead, it was analyzing calling patterns in order to detect potential
terrorist networks. [60].

After USA Today revealed the existence of the database in May 2006, more than a
dozen class-action lawsuits were “led against the telecommunications companies. In Au-
gust 2006, a federal judge in Detroit ruled the program to be illegal and unconstitutional,
violating several statutes as well as the First and Fourth Amendments to the U.S. Consti-
tution [61]. In July 2007, the U.S. Court of Appeals for the Sixth Circuit overturned the
ruling on the grounds that the plaintiffs did not have standing to bring the suit forward.

In other words, the plaintiffs had not produced any evidence that they personally were
victims of warrantless wiretapping.

National Identification Card

A great deal can be learned about an individual when information collected at different
places and times is combined. In order to combine information from two records, the
records must share a common key. A name cannot be used as a common key, because
more than one person can have the same name, but if every individual had a unique
identi“cation numberand that identi“cation number appeared in every database record
referring to that individual, then all of these records could theoretically be combined into

a massive selectronic dossierZ documenting that persones life. In this section, we survey
the debate around the establishment of a national identi“cation card in the United
States.



6.9 NATIONAL IDENTIFICATION CARD 293

6.9.1 History and Role of the Social Security Number

The Social Security Act of 1935 established two social insurance programs in the United
States: a federal system of old-age bene“ts to retired persons, and a federal-state syster
of unemployment insurance. Before the system could be implemented, employers and
workers needed to become registered. The Social Security Board contracted with the
U.S. Postal Service to distribute applications for Social Security cards. The post ofce
collected the forms, typed the Social Security cards, and returned them to the applicants.
In this way, over 35 million Social Security cards were issued in 1936...1937 [62].

The U.S. government initially stated that Social Security numbers (SSNs) would be
used solely by the Social Security Administration, and not as a national identi“cation
card. In fact, from 1946 to 1972, the Social Security Administration put the following
legend on the bottom of the cards it issued: *FOR SOCIAL SECURITY PURPOSES,
NOT FOR IDENTIFICATION.Z However, use of the SSN has gradually increased. Pres-
ident Roosevelt ordered, in 1943, that federal agencies use SSNs as identi“ers in new
federal databases. In 1961, the Internal Revenue Service began using the SSN as tf
taxpayer identi“cation number. Because banks report interest to the IRS, people must
provide their SSN when they open a bank account. The SSN is typically requested on
applications for credit cards. Motor vehicle departments and some other state agencies
received permission to use SSNs as identi“cation numbers in 1976. Many universities
use the SSN as an identi“cation number for faculty and students. The IRS now requires
parents to provide the SSNs of their children over one year old on income tax forms in
order to claim them as dependents. For this reason, children now get a SSN soon after
they are born. Many private organizations ask people to provide SSNs for identi“cation.
The SSN has become a de facto national identi“cation number in the United States.

Unfortunately, the SSN has serious defects that make it a poor identi“cation num-
ber. The “rst problem with SSNs is that they are not unique. When Social Security cards
were “rst issued by post of‘ces, different post of“ces accidentally assigned the same SSN
to different people. In 1938, wallet manufacturer E. H. Ferree included sample Social
Security cards in one of its products. More than 40,000 people purchasing the wallets
from Woolworth stores thought the cards were real and used the sample cardes number
as their SSN [63].

A second defect of SSNs is that they are rarely checked. Millions of Social Security
cards have been issued to applicants without verifying that the information provided
by the applicants is correct. Many, if not most, organizations asking for a SSN do not
actually require the applicant to show a card, making it easy for criminals to supply fake
SSNs.

A third defect of SSNs is that they have no error-detecting capability, such as a
check digit at the end of the number. A check digit enables computer systems to detect
common data entry errors, such as getting one digit wrong or transposing two adjacent
digits. If someone makes one of these mistakes, the data-entry program can detect
the error and ask the person to retype the number. In the case of SSNs, if a person
accidentally types in the wrong number, there is a high likelihood that it is a valid SSN
(albeit one assigned to a different person). Hence, it is easy to contaminate databases



294

6.9.2

CHAPTER 6 PRIVACY AND THE GOVERNMENT

with records containing incorrect SSNs [64]. Similarly, without check digits or another
error-detection mechanism, there is no simple way for a system to catch people who are
simply making up a phony SSN.

Debate over a National ID Card

The events of September 11, 2001, resurrected the debate over the introduction of a
national identi“cation card for Americans.

Proponents of a national identi“cation card point out numerous bene‘ts to its

adoption:

1. A national identi cation card would be more reliable than existing forms of identi-

cation.

Social Security cards and driveres licenses are too easy to forge. A modern card could
incorporate a photograph as well as a thumbprint or other biometric data.

. A national identi cation card could reduce illegal immigration.

Requiring employers to check a tamper-proof, forgery-proof national identi“cation
card would prevent illegal aliens from working in the United States. If illegal aliens
couldnst get work, they wouldnst enter the United States in the “rst place.

. A national identi cation card would reduce crime.

Currently ites too easy for criminals to mask their true identity. A tamper-proof
national identi“cation card would allow police to positively identify the people they
apprehend.

. National identi cation cards do not undermine democracy.

Many democratic countries already use national ID cards, including Belgium,
France, Germany, Greece, Luxembourg, Portugal, and Spain.

Opponents of a national identi“cation card suggest these harms may result from its

adoption:

1. A national identi cation card does not guarantee that the apparent identity of an

individual is that persons actual identity.

Driverss licenses and passports are supposed to be unique identi“ers, but there are
many criminals who produce fake driveres licenses and passports. Even a hard-to-
forge identi“cation card system may be compromised by insiders. For example, a
ring of motor vehicle department employees in Virginia was caught selling fake
driverss licenses [65].

. It is impossible to create a biometric-based national identi cation card that is 100

percent accurate.

All known systems suffer from false positives (erroneously reporting that the person
does not match the ID) and false negatives (failing to report that the person and
ID do not match). Biometric-based systems may still be beaten by determined,
technology-savvy criminals [65].
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3. There is no evidence that institution of a national ID card actually leads to a reduction
in crime.

In fact, the principal problem faced by police is not the inability to make positive
identi“cations of suspects, but the inability to obtain evidence needed for a success-
ful prosecution.

4. Anational identi cation card makes it simpler for government agencies to perform data
mining on the activities of its citizens.

According to Peter Neumann and Lauren Weinstein, «The opportunities for over-
zealous surveillance and serious privacy abuses are almost limitless, as are opportu-
nities for masquerading, identity theft, and draconian social engineering on a grand
scaé . . . The road to an Orwin police state of universal tracking, but actually
reduced security, could well be paved with hundreds of millions of such [national
identi“cation] cardsZ [65].

5. While most people may feel they have nothing to fear from a national identi cation
card system, since they are law-abiding citizens, even law-abiding people are subject to
fraud and the indiscretions and errors of others.

Suppose a teacher, a doctor, or someone else in a position of authority creates
a “le containing misleading or erroneous information. Files created by people in
positions of authority can be dif“cult to remove [66].

In a society with decentralized record-keeping, old school or medical records
are less likely to be accessed. The harm caused by inaccurate records is reduced. |
all records are centralized around national identi“cation numbers, “les containing
inaccurate or misleading information could haunt individuals for the rest of their
lives.

6.9.3 The REAL ID Act

In May 2005, President George W. Bush signed the REAL ID Act, which would signif-
icantly change driverss licenses in the United States. To date, this law has not been put
into effect. The motivation for passing the REAL ID Act was to make driverss licenses a
more reliable form of identi“cation. Critics, however, say the act would create a de facto
national ID card in the United States.

The REAL ID Act requires that every state issue new driverss licenses. These license
will be needed in order to open a bank account, "y on a commercial airplane, enter a
federal building, or receive a government service, such as a Social Security check. The
law makes it more dif“cult for impostors to get driverss licenses, by requiring applicants
to supply four different kinds of documentation and requiring state employees to verify
these documents using federal databases. Because the driverss license contains a biome
ric identi“er, it is supposed to be a stronger credential than current licenses [67].

Although each state is responsible for issuing new driverss licenses to its own citi-
zens, these licenses must meet federal standards. The license must include the person:
full legal name, date of birth, gender, driveres license number, digital photograph, legal
address, and signature. All data on the license must be in machine-readable form. The
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LOUD TELEVISION COMMERCIALS

Since the 1960s, television watchers have complained to the Federal Communications
Commission (FCC) about loud commercials. The Commercial Advertisement Loudness
Mitigation Act (CALM Act), signed into law by President Obama in December 2010, re-
quired the Federal Communications Commission to ensure that television commercials
are played at the same volume as the programs they are interrupting. The sponsor of the
bill, Representative Anna Eshoo of California, said, «Consumers have been asking for a
solution to this problem for decades, and today they “nally have it . . . Itss a simple “x to

a huge nuisanceZ [78].

Invasive Government Actions

Early in Chapter 5, we described privacy as a <zone of inaccessibilityZ People have
information privacy to the extent that they have some control over who has access to
their personal information. In quite a few modern situations, people may have very
little control; they must cede access to their personal information if they wish to use the
service provided. If the loss of control is accompanied by a loss of tranquility or interferes
with someoners freedom of decision-making, that is a privacy invasion, according to
Solove. Here, we provide two examples of government actions that could be viewed as
invasive.

REQUIRING IDENTIFICATION FOR PSEUDOEPHEDRINE PURCHASES

In an effort to curb the illegal production of methamphetamine (smethZ), federal
and state governments have passed laws limiting access to products containing pseu-
doephedrine, which is used in the manufacture of methamphetamine. The Combat
Methamphetamine Epidemic Act limits the quantity of pseudoephedrine that an in-
dividual can purchase in a month. Whether the laws have been effective is a matter of
debate. In most states, original Sudafed is still sold behind the counter to adults, but
they must show an identi“cation card and “Il out a sales log with their name, address,
and signature. Two states, Oregon and Mississippi, require a prescription to acquire a
product containing pseudoephedrine.

ADVANCED IMAGING TECHNOLOGY SCANNERS

In an effort to provide enhanced passenger security at airports, the Transportation
Security Administration began deploying advanced imaging technology (AIT) scanners
in 2007. Some AIT scanners use backscatter x-rays to produce a detailed image of the
passengeres body, and other scanners use millimeter waves. The TSA began testing Al
systems at Phoenixss Sky Harbor International Airport in 2007 [79]. When the “rst
AIT system was deployed, passengers who failed the primary security screening could
choose between the x-ray scan and a traditional pat-down search. In June 2011, the
Transportation Security Administration announced that had already deployed 500 AIT
units and would deploy an additional 500 units, enabling it to use this technology to
screen 60 percent of all airline passengers in the United States [80].

Some people were offended at the images produced by AIT scanners, which reveal
«all anatomical featuresZ (Figure 6.6) [81]. Lawyers for the American Civil Liberties
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Figure 6.6 When the “rst advanced imaging technology scanners were deployed in
American airports, they revealed anatomical features in great dg@a?AUL ELLIS/AFP/Getty
Images/Newscom)

Union called the AIT scan a svirtual strip-searchZ [82]. In July 2010, the Electronic
Privacy Information Center “led a lawsuit to suspend the deployment of AIT systems,
pending further review. EPIC called the program sunlawful, invasive, and ineffective,Z
arguing that it violated the Privacy Act, the Religious Freedom Restoration Act, and the
Fourth Amendment to the U.S. Constitution [83].

In February 2011, the Transportation Security Administration announced that it
was about to begin testing new software on its advanced imaging technology machines
that would eliminate passenger-speci“c images. TSA Administrator John Pistole said
that the new system sauto-detects potential threat items and indicates their location on
a generic outline of a personZ [84].

Summary

Ites only natural that people want government to leave them alone, but they also expect
government to keep them safe and secure through effective policing and a strong na-
tional defense. Frequently, the Constitutional guarantees in the Bill of Rights come into
con”ict with the desires of law enforcement agencies to gather information that can help
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them apprehend criminals. Through legislation, administrative policies, and court deci-
sions, the three branches of American government have been engaged in the attempt to
“nd the right balance between competing concerns.

In this chapter, we have looked at the role that federal, state, and local governments
have played in protecting and eroding the information privacy of individual citizens. We
organized our presentation using the taxonomy of privacy proposed by Daniel Solove,
which divides the “eld into four categories: information collection, information pro-
cessing, information dissemination, and invasion. We reviewed legislation and adminis-
trative policies that have protected the information privacy of individuals by restricting
how organizations can collect, process, and disseminate information, as well as limit the
extent to which they can intrude into peopless daily lives.

We also looked at ways in which governments have promoted public safety and se-
curity by collecting, processing, and disseminating personal information and intruding
into peopless lives.

We surveyed many governmental activities related to information collection. The
federal government maintains extensive databases containing a vast amount of informa-
tion about individual Americans, and from time to time information in these databases
has been misused. The government also collects information through overt and covert
surveillance.

After the terrorist attacks of September 11, 2001, concerns about individual privacy
took a back seat to concerns about national security, and sign“cant changes occurred
in the governmentes activities related to information collection, information process-
ing, and invasion. The USA PATRIOT Act amended many laws and enhanced the abil-
ity of law enforcement agencies to gather information about suspected terrorists and
criminals. The National Security Agency acquired records of domestic phone calls from
telecommunications companies and performed data mining in an attempt to “nd calling
patterns indicating the presence of terrorist networks. The Transportation Security Ad-
ministration installed highly intrusive advanced imaging technology scanners at airport
security checkpoints.

The Social Security Number is an important identi“er in the United States, but
its has many "aws. The U.S. Congress passed the REAL ID Act that created a new
standard for driverss licenses. They would probably become the most trusted form of
identi“cation in the United States, a de facto national identi“cation card. Interestingly,
24 states have opposed the new requirements, and at this point it is unclear whether the
national standard will actually go into effect.

Review Questions

1. What are the four categories in Daniel Solovees taxonomy of privacy? Come up with your
own examples of activities conducted by government agencies falling into each of these
categories.
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. How does the Employee Polygraph Protection Act help job applicants and company em-

ployees maintain their privacy? What is the most signi“cant loophole in the Employee
Polygraph Protection Act?

3. What is the purpose of the Childrenes Online Privacy Protection Act?

. What are the two principal purposes of the Genetic Information Nondiscrimination

Act?

. Give two examples of the Census Bureau illegally revealing census data to other federal

agencies.

. Name two notable successes claimed by the National Crime Information Center.
. What is the purpose of the OneDOJ database? What are its weaknesses, according to the

critics of this database?

. Which country leads the world in the deployment of closed-circuit television cameras?

9. Provide an example of overt surveillance by a government agency in the United States.

10.
11.
12.
13.
14.

15.

16.
17.
18.
19.
20.
21.
22.

23.
24,
25.

26.

27.

Provide two examples of covert surveillance by the U.S. government.

What right is guaranteed by the Fourth Amendment to the U.S. Constitution?
Why was the U.S. Supreme Court decisiofNardone v. United States so important?
What was the key ruling of the U.S. Supreme Court in the ca¥eéeisf v. United States?

How did the decision of the U.S. Supreme Court in the casiatf v. United States
change the concept of privacy?

How did Operation Shamrock begin? What abuses arose from the continuation of Op-
eration Shamrock?

What was the purpose of the Carnivore system?

Why did the National Security Agency begin its secret wiretapping program?
Why did the TALON database spark controversy?

What is a pen register?

What is a trap-and-trace device?

What is a roving wiretap?

What are the implications of the Stored Communication Act for all those who let an
Internet service provider handle their email?

What are the three most controversial provisions of the USA PATRIOT Act?
Why has the expansion in the use of National Security Letters raised privacy concerns?

Brie”y summarize in your own words the “ve tenets of the Code of Fair Information
Practices.

Robert Bellair has said, *The Privacy Act, it turns out, is no protection at all. You can
drive a truck through the Privacy ActZ [57]. Explain why Bellair and other privacy
advocates feel the Privacy Act of 1974 is a weak piece of legislation.

The Fair Credit Report Act says that information which may negatively affect an indi-
viduales credit rating must be removed after seven years. What are two exceptions to this
guideline?
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One of the great challenges is that given the freedom to connect and communicate that everyone has
on the Internet, there is a corollary concept of responsibility. Unless there are shared ethics that respect
property, privacy, pluralism, diversity, and the rule of law, the Internet will never realize its potential.

Responding to public pressure, the U.S. Congress passed the Communications Decency
Act to restrict access of children to sexunally explicit materials on the Web. Why did you
organize a legal challenge to the CDA?

In enacting the CDA over our objections, Congress attempted to treat the Internet the same way as
other broadcast mass media (TV, radio). The “rst “led challenge to the CB2U v. Reno, was
designed to persuade the courts that if you restrict speech for children, you also necessarily restrict
adultse free-speech rights, because the de“nition of indecency covers Constitutionally protected speect
for adults. If ISPs had to block all indecent content for children, that content would not reach adults
who are entitled to it, because adults and children are all on the same Internet network.

We “led a second challenge to the CDA, and eventually the ACLU suit and the CDT suit were joined
and argued together. CDT brought together a broad coalition of Internet technology companies,
news organizations, and librarians to educate the courts that the Internet was architecturally different
from broadcast media. Traditional media is a one-to-many [communication] and the Internet is a
many-to-many communication, much like print. It was also critical to explain that the Internet is a
global medium: it isnet effective to censor speech in the U.S. if itss also available on the Internet from
outside the U.S. Itis impossible for ISPs to prevent content "owing from sources they do not control,
and any ISP censorship would violate Constitutional rights. The architecture of the Internet leads to
different analysis and different policy solutions to both protect free speech and protect children from
inappropriate content. The lawyers for our coalition argued the case in the Supreme Court on behalf of
all the plaintiffs and made the case for user control and user empowerment. The only effective way to
deal with unwanted content is for parents and other users (rather than the government) to voluntarily
employ available “ltering tools and parental controls offered by ISPs and other vendors.

In issues of Constitutionally protected speech, the courts seek to determine if Congress has chosen the
least restrictive means for achieving their public purpose. We were able to show that blocking content
at the provider end is neither effective nor the least restrictive means for protecting children from
inappropriate content. Voluntary “Itering is a less restrictive means because it allows users to decide
what comes into their homes and, given the global nature of the Internet, gives them the most effective
means to do that.

Should an ordinary American citizen’s Web site enjoy the same Constitutional protections
as The New York Times?

On the Internet everyone can be publishers. And if theyere holding themselves out as publishers,
they have the same credentialsTas New York Times, since no onees handing out credentials on the
Internet. The Supreme Court heard the Communications Decency Act (CDA) challenge and ruled that
the Internet communicator enjoys the maximum protection afforded under the First Amendment.
Like the print media, the Internet is not subject to equal time, to the fairness doctrine, or various
spectrum allocations. The whole technology of the Internet and the ability of anyone to be a publisher
suggests the Internet publisher should, if anything, enjoy greater protectiorntiealew York Times.

For example, if a newspaper libels someone with false charges, it may require a lawsuit to restore ¢
reputation. On the Internet, anyone can answer back in the blogosphere and reputations are often
quickly restored. Thus Courts may narrow the scope of libel suits when the Internet is concerned in
favor of more robust debate and «give and takeZ on the Internet.



Why should a person who has committed no crime be concerned about electronic infor-
mation gathering and data mining by government agencies?

These databases contain vast amounts of information on all of us, including very personal infor-
mation,our medical histories, “nancial transactions, what we purchase, and what we read. Under
our concept of privacy, people who have done nothing wrong should have every expectation that the
government is not viewing, collecting, or analyzing information about them. So asking *Why should |
worry if | have nothing to hide?Z is the wrong formulation. The question should be +Since | have done
nothing wrong, why should the government be investigating me?Z

The government can look at records that pertain to a suspected terrorist. Yet with data mining, the
government may have no articulable suspicion pointing at anyone, but simply mines personal data
from airlines, banks, and commercial entities to look at patterns of behavior that might indicate
someone may be a terrorist, is associated with a terrorist, knows a terrorist, or is engaged in a behavio
that may “t a pattern that the government thinks applies to terrorists. These types of data mining and
data analysis can result in signi“cant false positives,innocent people get caught up in investigations,,
and this can have consequences. First, just being investigated can be an intrusion into privacy. Secon
consequences "ow from “tting a pattern,you may be denied the right to get on a plane or be passed
over for employment because you lived in an apartment building at the same time as a tenant with the
same name as a terroristes.

Privacy advocates argue that the government needs to have an articulable reason to collect or analy:
personal information: the government should need a court order from a judge and should show why
they believe a data mining project is likely to result in identifying suspected or potential terrorists.
We do need to realize the government has almat blanche to conduct these investigations because
they have signi“cant authority under current law to engage in data mining exercises. There are very few
privacy protections under the Constitution or statutes pertaining to these vast databases of personal
information. We need stronger privacy laws to deal with data mining.
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71

Computer and
Network Security

A ship in harbor is safe, but thats not what ships are for.
John Shedd

Introduction

THE CONFICKER WORM HAS INFECTED MILLIONS OF WINDOWS COMPUTERS. IS your PC
one of them? You can click on a link from the home page of the Con“cker Working
Group (www.con“ckerworkinggroup.org) to “nd out.

Do you ever go to a coffee shop and use its open wireless network to surf the Web?
Did you know freely available software gives any nearby computer user the ability to
break into the accounts of people accessing Web sites through password-free wireless
networks?

In the movieLive Free or Die Hard, a terrorist organization hacks into a variety
of computer and communication systems to seize control of traf‘c lights, natural gas
pipelines, and electrical power grids. Are such episodes purely the stuff of Hollywood
“ction, or could they really happen?

Millions of people use computers and the Internet to send and receive email, ac-
cess bank accounts, purchase goods and services, and keep track of personal informa
tion, making the security of these systems an important issue. Malicious software can
enter computers in a variety of ways. Once active, these programs can steal personal
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information, destroy “les, disrupt industrial processes, and launch attacks on “nancial
systems, supporting criminal enterprises and politically motivated attacks on corpora-
tions and governments around the world.

This chapter focuses on threats to computer and network security. We will begin our
survey with examples of individuals using cunning or skill to gain unauthorized access
into computer systems.

Hacking

Hackers, Past and Present

Today, people associate the word *hackingZ with computers, but it didnet start out that
way. In its original meaning, &acker is an explorer, a risk taker, someone who is
trying to make a system do something it has never done before. Hackers in this sense
of the word abounded at MITes Tech Model Railroad Club in the 1950s and 1960s.
The Club constructed and continuously improved an enormous HO-scale model train
layout. Members of the Signals and Power Subcommittee built an elaborate electronic
switching system to control the movement of the trains. Wearing chino pants, short-
sleeved shirts, and pocket protectors, the most dedicated members would drink vast
quantities of Coca-Cola and stay up all night to improve the system. To them, a hackZ
was a newly constructed piece of equipment that not only served a useful purpose, but
also demonstrated its creatores technical virtuosity. Calling someone a hacker was a sign
of respect; hackers wore the label with pride.

In 1959, after taking a newly created course in computer programming, some of the
hackers shifted their attention from model trains to electronic computers [1]. The term
hacker came to mean a *person who delights in having an intimate undertanding of the
internal workings of a system, computers and networks in particularZ [2].

Inthe 1983 movi&VarGames, a teenager breaks into a military computer and nearly
causes a nuclear Armageddon. After seeing the movie, a lot of teenagers were excited a
the thought that they could prowl cyberspace with a home computer and a modem.

A few of them became highly pro“cient at breaking into government and corporate
computer networks. These actions helped change the everyday meaning of the word
*hackerz

Today, hackers are people who gain unauthorized access to computers and com-
puter networks. An example of this use of the word is a stoigamputerworld describ-
ing how hackers broke into the Web site d§A Today on July 11, 2002, and inserted
fabricated news stories [3].

Typically, you need a login name and password to access a computer system. Some-
times a hacker can guess a valid login name/password combination, particularly when
system administrators allow users to choose short passwords or passwords that appeal
in a dictionary.

Three other low-tech techniques for obtaining login names and passwords are
eavesdropping, dumpster diving, and social engineering. Eavesdropping, such as simply
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looking over the shoulder of a legitimate computer user to learn his login name and
password, is a common way that hackers gain access to comitengster diving
means looking through garbage for interesting bits of information. Companies typically
do not put a fence around their dumpsters. In midnight rummaging sessions hackers
have found user manuals, phone numbers, login names, and passwociid.engi-
neering refers to the manipulation of a person inside the organization to gain access
to con“dential information. Social engineering is easier in large organizations where
people do not know each other very well. For example, a hacker may identify a system
administrator and call that person, pretending to be the supervisor of his supervisor
and demanding to know why he canet access a particular machine. In this situation, a
cowed system administrator, eager to please his bosses boss, may be talked into revealin
or resetting a password [4].

Penalties for Hacking

Under U.S. law, the maximum penalties for hacking are severe. The Computer Fraud
and Abuse Act criminalizes a wide variety of hacker-related activities, including:

Transmitting code (such as a virus or worm) that causes damage to a computer
system

Accessing without authorization any computer connected to the Inteemet,if no
les are examined, changed, or copied

Transmitting classi“ed government information
Traf“cking in computer passwords

Computer fraud

Computer extortion

The maximum penalty imposed for violating the Computer Fraud and Abuse Act is 20
years in prison and a $250,000 “ne.

Another federal statute related to computer hacking is the Electronic Communica-
tions Privacy Act. This law makes it illegal to intercept telephone conversations, email,
or any other data transmissions. It also makes it a crime to access stored email message
without authorization.

The use of the Internet to commit fraud or transmit funds can be prosecuted under
the Wire Fraud Act and/or the National Stolen Property Act. Adopting the identity of
another person to carry out an illegal activity is a violation of the Identity Theft and
Assumption Deterrence Act.

Selected Hacking Incidents

Despite potentially severe penalties for convicted hackers, computer systems continue
to be compromised by outsiders. Many break-ins are orchestrated by organized groups

with a high degree of expertise, but others are committed by solo hackers who exploit a

security weakness.
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From:

Date: ‘Wednesday, January 28, 2004 9:41 PM
To:

Subject: Test
Attach: Eneezxpt.bat (22.5KB)
The message contains Unicode characters and has been sent as a binary attachment.

| Y

Figure 7.2 The attachment to this email message probably contains a virus. (The author
didnet open it to “nd out.) (Screenshot by Microsoft. Copyright © 2011 by Microsoft Corporation.
Reprinted with permission.)

executable program stored in the computerss “le system and replaces the program with
a virus-infected program. After doing this, the virus allows the host program to execute,
which is what the user expected to happen. If the virus does its work qu