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Ficure .2 The National Crime Information Center facilitated the arrest of Timothy
McVeigh for the 1995 bombing of the Federal Building in Oklahoma GigyBob E.
Daemmrich/Sygma/Corbis)

OneDOJ Database

The OneDOJ database, managed by the US Department of Justice, provides state anc
local police of“cers access to information supplied by “ve federal law enforcement agen-
cies: the FBI, the Drug Enforcement Agency, the Bureau of Alcohol, Tobacco, Firearms,
and Explosives, the US Marshals Service, and the Bureau of Prisons. The database, calle
OneDOJ, stores incident reports, interrogation summaries, and other information not
presently available through the National Crime Information Center. At the end of 2006,
the OneDOJ database already contained more than one million records.

Critics of the OneDOJ database point out that it gives local police of‘cers access to
information about people who have not been arrested or charged with any crime. Barry
Steinhardt of the American Civil Liberties Union said, *Raw police “les or FBI reports
can never be veri“ed and can never be corrected. . . . The idea that the whole system is
going to be full of inaccurate information is just chillingZ [8].



276

Chapter 6 Privacy and the Government

Ficure . After the Boston Marathon bombing, images from surveillance cameras played
an important role in the apprehension of the suspects.

6.3.5 Closed-Circuit Television Cameras

The use of closed-circuit television cameras for video surveillance in the United States
began in western New York in 1968. The small town of Olean installed a surveillance
camera along its main business street in an effort to reduce crime. Within a year, more
than 160 police chiefs from around the country visited Olean to learn more about their
system [9]. Today there are an estimated 30 million surveillance cameras operating in
the United States [10].

The number of surveillance cameras keeps increasing (Figure 6.3). New York City is
spending $201 million to install 3,000 closed-circuit security cameras in lower Manhat-
tan. These surveillance cameras are connected to computer systems with sophisticatec
image-scanning software that can sound alarms if someone leaves an unattended pack:
age. The cameras are part of a larger network of sensors that also includes license plat
readers and radiation detectors [11].

The New York Civil Liberties Union has expressed opposition to the large increase
in security cameras, saying they represent a violation of privacy and will not prevent
terrorist attacks. The associate legal director of the NYCLU, Christopher Dunn, said
«Our main concern is that itss unlike most police activity, which is focused on people
who are suspected of unlawful activity. In fact, 99.9 percent of people who are captured
in the system are just going to be people walking around, going about their businessZ
[11].
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Justice Department argued that since it placed the microphone on the outside of the
telephone booth, it did not intrude into the space occupied by Katz [19Carles Katz

v. United Stateshe Supreme Court ruled in favor of Katz. Justice Potter Stewart wrote
that sthe Fourth Amendment protects people, not placesZ [22]. Katz entered the phone
booth with the reasonable expectation that his conversation would not be heard, and
what a person sseeks to preserve as private, even in an area accessible to the public, ma
be constitutionally protectedZ [22].

Operation Shamrock

During World War 11, the US government censored all messages entering and leaving the
country, meaning US intelligence agencies had access to all telegram traf“c. At the end of
the war, the censorship bureaucracy was shut down, and the Signal Security Agency (pre-
decessor to the National Security Agency) wanted to “nd a new way to get access to tele-
gram traf‘c. It contacted Western Union Telegraph Company, ITT Communications,
and RCA Communications, and asked them to allow it to make photographic copies of
all foreign government telegram traf“c that entered, left, or transited the United States.
In other words, the Signal Security Agency asked these companies to break federal law in
the interests of national security. All three companies agreed to the request. The Signal
Security Agency gave this intelligence-gathering operation the name *Shamrock.Z

When the National Security Agency (NSA) was formed in 1952, it inherited Op-
eration Shamrock. The sophistication of the surveillance operation took a giant leap
forward in the 1960s, when the telegram companies converted to computers. Now the
contents of telegrams could be transmitted electronically to the NSA, and the NSA could
use computers to search for key words and phrases.

In 1961 Robert Kennedy became the new attorney general of the United States, and
he immediately focused his attention on organized crime. Discovering that information
about mobsters was scattered piecemeal among the FBI, IRS, Securities and Exchang
Commission (SEC), and other agencies, he convened a meeting in which investigators
from all of these agencies could exchange information. The Justice Department gave the
names of hundreds of alleged crime “gures to the NSA, asking that these “gures be put
on its swatch list.Z Intelligence gathered by the NSA contributed to several prosecutions.

Also during the Kennedy administration, the FBI asked the NSA to put on its watch
list the names of US citizens and companies doing business with Cuba. The NSA sent
information gathered from intercepted telegrams and international telephone calls back
to the FBI.

During the Vietnam War, the Johnson and Nixon administrations hypothesized that
foreign governments were controlling or in"uencing the activities of American groups
opposed to the war. They asked the NSA to put the names of war protesters on its
watch list. Some of the people placed on the watch list included the Reverend Dr. Martin
Luther King Jr., the Reverend Ralph Abernathy, Black Panther leader Eldridge Cleaver,
pediatrician Dr. Benjamin Spock, folksinger Joan Baez, and actress Jane Fonda.

In 1969 President Nixon established the White House Task Force on Heroin Sup-
pression. The NSA soon became an active participant in the war on drugs, monitoring
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the phone calls of people put on its drug watch list. Intelligence gathered by the NSA led
to convictions for drug-related crimes.

Facing hostile congressional and press scrutiny, the NSA called an end to Operation
Shamrock in May 1975 [23].

Carnivore Surveillance System

The FBI developed the Carnivore system in the late 1990s to monitor Internet traf‘c, in-
cluding email messages. The system itself consisted of a Windows PC and packet-snif‘ng
software capable of identifying and recording packets originating from or directed to a
particular IP address. Armed with a search warrant, the FBI would set up its Carnivore
system at the suspectes Internet service provider [24].

In 2000 the Justice Department demanded that Earthlink, an Internet service
provider, allow the FBI to use Carnivore without a warrant. Earthlink “led a legal chal-
lenge questioning the FBIes authority to do this under the Electronic Communications
Privacy Act, but a US District Court ruled against Earthlink [25, 26].

Between 1998 and 2000 the FBI used the Carnivore system about 25 times. In late
2001 the FBI stopped using Carnivore, replacing it with commercial software capable of
performing the same function [27].

Covert Activities after 9/11

The September 11, 2001, attacks on the World Trade Center and the Pentagon spawnec
new, secret intelligence-gathering operations within the United States. The same ques-
tion emerged after each activity became public knowledge: Is it constitutional?

NSA WIRETAPPING

Early in 2002 the Central Intelligence Agency captured several top al-Qaeda members,
along with their personal computers and cell phones. The CIA recovered telephone
numbers from these devices and provided them to the NSA. The NSA was eager to
eavesdrop on these telephone numbers, hoping to gather information that could be used
to disrupt future terrorist attacks. President Bush signed a presidential order allowing the
NSA to eavesdrop on international telephone calls and international emails initiated by
people living inside the United States, without “rst obtaining a search warrant [28].

The list of persons being monitored gradually expanded, as the NSA followed con-
nections from the original list of telephone numbers. At any one time, the NSA eaves-
dropped on up to 500 people inside the United States, including American citizens,
permanent residents, and foreigners. The NSA also monitored another 5,000 to 7,000
people living outside the United States at any one time [28].

Sources told thé&New York Timethat the surveillance program had foiled at least
two al-Qaeda plots: Ohio truck driver lyman Farises plan to *bring down the Brooklyn
Bridge with blowtorchesZ and another scheme to bomb British pubs and train stations.
Civil libertarians and some members of Congress objected to the program, arguing that
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warrantless wiretapping of American citizens violated the Fourth Amendment to the US
Constitution [28].

TALON DATABASE

The US Department of Defense created the Threat and Local Observation Notices

(TALON) database in 2003. The purpose of the database was to collect reports of suspi-
cious activities or terrorist threats near military bases. These reports were submitted by

military personnel or civilians and then assessed by Department of Defense experts as
either scredibleZ or +not credible Z

In December 2005NBC Newseported that the database contained reports on
antiwar protests occurring far from military bases [29]. In July 2006, the Servicemem-
bers Legal Defense Network reported that the TALON database contained emails from
students at Southern Connecticut State University, the State University of New York at
Albany, the University of California at Berkeley, and William Paterson University of New
Jersey who were planning protests against on-campus military recruiting [30].

The Department of Defense removed many of these reports from TALON after
conducting an in-house review that concluded the database should only contain infor-
mation related to terrorist activity. The American Civil Liberties Union asked Congress
to take steps ¢to ensure that Americans may once again exercise their First Amendment
rights without fear that they will be tracked in a government database of suspicious
activitiesZ [31]. In April 2007, the new Undersecretary of Defense for Intelligence rec-
ommended that the TALON program be terminated [32]. The TALON database was
shut down on September 17, 2007 [33].

US Legislation Authorizing Wiretapping

As we have seen, the Federal Communications Act of 1934 made wiretapping illegal,
and by 1967 the US Supreme Court had closed the door to wiretapping and bugging
performed without a warrant (court order). After the Katz decision, police were left
without any electronic surveillance tools in their “ght against crime.

Meanwhile, the United States was in the middle of the Vietham War. In 1968 the
country was rocked by violent antiwar demonstrations and the assassinations of Martin
Luther King Jr. and Robert F. Kennedy. Law enforcement agencies pressured Congress tc
allow wiretapping under some circumstances.

Title 111

Congress responded by passing Title Ill of the Omnibus Crime Control and Safe Streets
Act of 1968. Title Il allows a police agency that has obtained a court order to tap a phone
for up to 30 days [19].

The government continued to argue that in cases of national security, agencies
should be able to tap phones without a warrant. In 1972 the Supreme Court rejected this
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diction over the location where the device was to be installed. The Patriot Act extends
the jurisdiction of court-ordered wiretaps to the entire country. A judge in New York
can authorize the installation of a device in California, for example. The act also al-
lows the nationwide application of court-ordered search warrants for terrorist-related
investigations.

The Patriot Act broadened the number of circumstances under which roving
surveillance can take place. Previously, roving surveillance could only be done for the
purpose of law enforcement, and the agency had to demonstrate to the court that the
person under investigation actually used the device to be monitored. The Patriot Act
allows roving surveillance to be performed for the purpose of intelligence, and the gov-
ernment does not have to prove that the person under investigation actually uses the
device to be tapped. Additionally, it does not require that the law enforcement agency
report back to the authorizing judge regarding the number of devices monitored and
the results of the monitoring.

Under the Patriot Act, law enforcement of“cials wishing to intercept communica-
tions to and from a person who has illegally gained access to a computer system do not
need a court order if they have the permission of the owner of the computer system.

The Patriot Act allows courts to authorize law enforcement of“cers to search a per-
sones premises without “rst serving a search warrant when there is sreasonable cause to
believe that providing immediate noti“cation of the execution of the warrant may have
an adverse effectZ Of‘cers may seize property that sconstitutes evidence of a criminal
offense in violation of the laws of the United States,Z even if that offense is unrelated to
terrorism.

National Security Letters

The Patriot Act expanded the use of National Security Letters, making it easier for the
FBI to collect Internet, business, medical, educational, library, and church/mosque/
synagogue records. To obtain a search warrant authorizing the collection of records
about an individual, the FBI merely needs to issue a National Security Letter stating that
the records are related to an ongoing investigation. (The Patriot Act does speci“cally
prohibit the FBI from investigating citizens solely on the basis of activities protected
by the First Amendment.) A typical National Security Letter contains a gag order that
forbids the letteres recipient from disclosing receipt of the letter. National Security Letters
are controversial because, unlike warrants, they do not require the approval of a judge.
That means there is no need for the FBI to show probable cause. Between 2003 and 2006
the FBIl issued 192,499 National Security Letters [44].

National Security Letters have prompted several legal challenges by the Ameri-
can Civil Liberties Union (ACLU). One of these cases involved the Library Connec-
tion, a consortium of 26 libraries in Connecticut. In July 2005, the FBI sent a Na-
tional Security Letter to the Library Connection, demanding records of a patron who
had used a particular computer. This happened while Congress was debating reau-
thorization of the Patriot Act, and an important point in the debate was whether



288

6.6.3

Chapter 6 Privacy and the Government

the FBI had actually attempted to use the Patriot Act to get information from li-
braries. The ACLU sought an emergency court order that would have allowed rep-
resentatives of the Library Connection to tell Congress that they had received a Na-
tional Security Letter. In September 2005, a district court judge in Connecticut ruled
that the National Security Letterss gag order violated the First Amendment to the
US Constitution, but the executive branch continued to enforce it. In April 20086,
six weeks after Congress had reauthorized the Patriot Act, the FBI dropped the gag
order and its demand for the information. The ACLU hailed the governmentes deci-
sion as a victory enot just for librarians but for all Americans who value their pri-
vacyZ [45].

Responses to the Patriot Act

Critics of the Patriot Act warn that its provisions give too many powers to the federal
government. Despite language in the Patriot Act to the contrary, civil libertarians are
concerned that law enforcement agencies may use their new powers to reduce the rights
of law-abiding Americans, particularly those rights expressed in the First and Fourth
Amendments to the United States Constitution.

First Amendment rights center around the freedom of speech and the free exercise
of religion. We have seen that in the past, the FBI and the NSA used illegal wiretaps to
investigate people who had expressed unpopular political views. In November 2003, the
ACLU reported that public apprehension about the Patriot Act had led to a signi“cant
drop in attendance and donations at mosques [46].

Critics maintain that other provisions of the Patriot Act undermine the right against
unreasonable searches and seizures guaranteed by the Fourth Amendment:

« The Patriot Act allows police to install Internet pen registers without demonstrating
probable cause that the suspect is engaged in a criminal activity. By revealing the
URLs of Web sites visited by a suspect, a pen register is a much more powerful
surveillance tool on the Internet than it is on a telephone network.

* The Patriot Act allows for court orders authorizing roving surveillance that do not
eparticularly describe the place to be searched.Z

« It allows law enforcement agencies, under certain circumstances, to search homes
and seize evidence without “rst serving a search warrant.

« |t allows the FBI to obtain,without showing probable cause,a warrant authoriz-
ing the seizure of business, medical, educational, and library records of suspects.

The Council of the American Library Association passed a resolution on the Patriot
Act in January 2003. The resolution af‘rms every persones rights to inquiry and free
expression. It surges librarians everywhere to defend and support user privacy and free
and open access to knowledge and information,Z and it surges libraries to adopt and
implement patron privacy and record retention policiesZ that minimize the collection
of records about the activities of individual patrons [47]. More than four hundred cities
and several states have also passed anti...Patriot Act resolutions [48].
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(Tribune Media Services TMS Reprints)

As alluded to earlier, the federal government issues about 50,000 National Security
Letters every year [49]. Google is an obvious organization for law enforcement agencies
to contact, given the signi“cant amount of information it collects from individuals who
use its search engine. In December 2009, Googless CEO, Eric Schmidt, told CNBC, «If
you have something that you donst want anyone to know, maybe you shouldnet be doing
it in the “rst place.Z Schmidt admitted Google is obliged to release personal data to law
enforcement agencies, saying, *The reality is that search engines,including Google,,
do retain this information for some time and ites important, for example, that we are all
subject in the United States to the Patriot Act and it is possible that all that information
could be made available to the authoritiesZ [50].

Successes and Failures

According to Tom Ridge, former secretary of the Department of Homeland Security, the
Patriot Act has helped the government in its “ght against terrorism by allowing greater
information sharing among law enforcement and intelligence agencies and by giving
law enforcement agencies new investigative tools,»many of which have been used for
years to catch ma“a dons and drug kingpinsZ [51]. Terrorism investigations have led to
charges being brought against 361 individuals in the United States. Of these, 191 have
been convicted or pled guilty, including shoe-bomber Richard Reid and John Walker
Lindh, who fought with the Taliban in Afghanistan. More than 500 individuals linked to

the September 11th attacks have been removed from the United States. Terrorist cells in
Buffalo, Seattle, Tampa, and Portland (the «Portland Se¥émaXje been broken up [51].

2. The «Portland SevenZ included six American Muslim men accused of attempting to travel to
Afghanistan to “ght with the Taliban.
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At about the same time that the Richardson Committee was established in the
United States, similar efforts were under way in Europe. In fact, a year before the
Richardson Committee issued the report containing the Code of Fair Information Prac-
tices, a Committee on Privacy in the United Kingdom released its own report containing
many of the same principles. Sweden passed privacy laws consistent with fair informa-
tion practices in 1973, and later that decade the Federal Republic of Germany and France
followed suit [65].

Privacy Act of 1974

The Privacy Act of 1974 represents Congresses codi“cation of the principles described in
the Code of Fair Information Practices. While the Privacy Act does allow individuals in
some cases to get access to federal “les containing information about them, in other
respects it has fallen short of the desires of privacy advocates. In particular, they say
the Privacy Act has not been effective in reducing the "ow of personal information
into governmental databases, preventing agencies from sharing information with each
other, or preventing unauthorized access to the data. They claim agencies have beer
unresponsive to outside attempts to bring them into alignment with the provisions of
the Privacy Act. The Privacy Act has the following principal limitations [66]:

1. The Privacy Act applies only to government databases.

Far more information is held in private databases, which are excluded. This is an
enormous loophole, because government agencies can purchase information from
private organizations that have the data they want.

2. The Privacy Act only covers records indexed by a personal identi“er.

Records about individuals that are not indexed by name or another identifying
number are excluded. For example, a former IRS agent tried to gain access to a
“le containing derogatory information about himself, but the judge ruled he did
not have a right to see the “le, since it was indexed under the name of another IRS
employee.

3. No one in the federal government is in charge of enforcing the provisions of the Priva
Act.

Federal agencies have taken it upon themselves to determine which databases the\
can exempt. The IRS has exempted its database containing the names of taxpayers
it is investigating. The Department of Justice has announced that the FBI does not
have to ensure the reliability of the data in its NCIC databases.

4. The Privacy Act allows one agency to share records with another agency as long as
are for a eroutine use.Z

Each agency is able to decide for itself what sroutine useZ means. The Department
of Justice has encouraged agencies to de“ne sroutine useZ as broadly as possible.

Although the Privacy Act applies only to government databases, Congress has
passed legislation regulating how some private institutions manage databases contain-
ing sensitive information about individuals, and these laws put into effect many of the
principles of the Code of Fair Information Practices. In the remainder of this section,
we survey some of the most in"uential of these laws.
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Fair Credit Reporting Act

Credit bureaus and other consumer reporting agencies maintain information on your
bill-paying record, whether yousve been sued or arrested, and if yousve “led for bank-
ruptcy. They sell reports to other organizations that are trying to determine the credit-
worthiness of consumers who are applying for credit, applying for a job, or trying to
rent an apartment. The Fair Credit Reporting Act, passed in 1970 and revised in 1996,
was designed to promote the accuracy and privacy of information used by credit bureaus
and other consumer reporting agencies to produce consumer reports. It also ensures that
negative information does not haunt a consumer for a lifetime.

The three major credit bureaus are Equifax, Experian, and TransUnion. According
to the Fair Credit Reporting Act, these credit bureaus may keep negative information
about a consumer for a maximum of seven years. There are several exceptions to this
rule. The two most important are that information about criminal convictions may be
kept inde“nitely, and bankruptcy information may be held for 10 years.

Fair and Accurate Credit Transactions Act

The Fair and Accurate Credit Transactions Act of 2004 requires the three major credit
bureaus to provide consumers a free copy of their credit report every 12 months. Con-
sumers can use this opportunity to detect and correct errors in their credit reports. The
bureaus do not issue the reports automatically; consumers must take the initiative and
request them from AnnualCreditReport.com.

The law also has provisions to reduce identity theft. It requires the truncation of
account numbers on credit card receipts, and it establishes the National Fraud Alert
System. Victims of identity theft may put a fraud alert on their credit “les, warning credit
card issuers that they must take sreasonable stepsZ to verify the requesterss identity befors
granting credit.

Financial Services Modernization Act

The Financial Services Modernization Act (also called the Gramm-Leach-Bliley Act of
1999) contains dozens of provisions related to how “nancial institutions do business.

One of the major provisions of the law allows the creation of «“nancial supermarketsZ

offering banking, insurance, and brokerage services.

The law also contains some privacy-related provisions. It requires “nancial institu-
tions to disclose their privacy policies to their customers. When a customer establishes
an account, and at least once per year thereafter, the institution must let the customer
know the kinds of information it collects and how it uses that information. These no-
tices must contain an opt-out clause that explains to customers how they can request
that their con“dential information not be revealed to other companies. The law requires
“nancial institutions to develop policies that prevent unauthorized access of their cus-
tomerse con“dential information [67].
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1. A national identi“cation card would be more reliable than existing forms of identi-

“cation.

Social Security cards and driverss licenses are too easy to forge. A modern card could
incorporate a photograph as well as a thumbprint or other biometric data.

2. A national identi“cation card could reduce illegal immigration.

Requiring employers to check a tamper-proof, forgery-proof national identi“cation
card would prevent illegal immigrants from working in the United States. If illegal
immigrants couldnet get work, they wouldnet enter the United States in the “rst
place.

3. A national identi“cation card would reduce crime.

Currently ites too easy for criminals to mask their true identity. A tamper-proof
national identi“cation card would allow police to positively identify the people they
apprehend.

. National identi“cation cards do not undermine democracy.

Many democratic countries already use national ID cards, including Belgium,
France, Germany, Greece, Luxembourg, Portugal, and Spain.

Opponents of a national identi“cation card suggest these harms may result from its

adoption:

1. A national identi“cation card does not guarantee that the apparent identity of an

individual is that personss actual identity.

Driverss licenses and passports are supposed to be unique identi“ers, but there are
many criminals who produce fake driveres licenses and passports. Even a hard-to-
forge identi“cation card system may be compromised by insiders. For example, a
ring of motor vehicle department employees in Virginia was caught selling fake
driveres licenses [75].

. It is impossible to create a biometric-based national identi“cation card that is 10C

percent accurate.

All known systems suffer from false positives (erroneously reporting that the person
does not match the ID) and false negatives (failing to report that the person and
ID do not match). Biometric-based systems may still be beaten by determined,
technology-savvy criminals [75].

. There is no evidence that the institution of a national ID card would lead to a reduction

in crime.

In fact, the principal problem faced by police is not the inability to make positive
identi“cations of suspects but the inability to obtain evidence needed for a success-
ful prosecution.

. A national identi“cation card makes it simpler for government agencies to perform dat

mining on the activities of its citizens.

According to Peter Neumann and Lauren Weinstein, «The opportunities for over-
zealous surveillance and serious privacy abuses are almost limitless, as are opportu:
nities for masquerading, identity theft, and draconian social engineering on a grand
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scale. . . The road to an OrwBén police state of universal tracking, but actually
reducedsecurity, could well be paved with hundreds of millions of such [national
identi“cation] cardsZ [75].

5. While most people may feel they have nothing to fear from a national identi“cation
card system since they are law-abiding citizens, even law-abiding people are subjec
fraud and the indiscretions and errors of others.

Suppose a teacher, a doctor, or someone else in a position of authority creates
a “le containing misleading or erroneous information. Files created by people in
positions of authority can be dif“cult to remove [76].

In a society with decentralized record keeping, old school or medical records
are less likely to be accessed. The harm caused by inaccurate records is reduced. |
all records are centralized around national identi“cation numbers, “les containing
inaccurate or misleading information could haunt individuals for the rest of their
lives.

6.9.3 The REAL ID Act

In May 2005, President George W. Bush signed the REAL ID Act, which would signif-
icantly change driverss licenses in the United States. To date, this law has not been put
into effect. The motivation for passing the REAL ID Act was to make the driveres license
a more reliable form of identi“cation. Critics, however, say the act would create a de
facto national ID card in the United States.

The REAL ID Act requires that every state issue new driverss licenses. These license
will be needed in order to open a bank account, "y on a commercial airplane, enter a
federal building, or receive a government service, such as a Social Security check. The
law makes it more dif“cult for impostors to get driverss licenses, by requiring applicants
to supply four different kinds of documentation and requiring state employees to verify
these documents using federal databases. Because the new driverss license contains
biometric identi“er, it is supposed to be a stronger credential than current licenses [77].

Although each state is responsible for issuing new driverss licenses to its citizens,
these licenses must meet federal standards. The license must include the persones ful
legal name, date of birth, gender, driverss license number, digital photograph, legal ad-
dress, and signature. All data on the license must be in machine-readable form. The
license must have physical security features designed to prevent tampering, counterfeit-
ing, or duplication [78]. The federal government estimates the total cost of implement-
ing REAL ID nationwide to be more than $23 billion,,or more than $100 per driverss
license.

Supporters of the measure say making the driveres license a more reliable identi“er
will have numerous bene“ts. Law enforcement is easier when police can be more certain
that a driverss license correctly identi“es the individual carrying it. Society is better
off when parents ducking child support and criminals on the run cannot change their
identities by crossing a state border and getting a new driverss license under a different
name [79].
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Some critics fear having machine-readable information on driveres licenses will
aggravate problems with identity theft. Each state is required to share all this information
with every other state and the federal government. American Civil Liberties Union
lawyer Timothy Sparapani said, *We will have all this information in one electronic
format, in one linked “le, and weere giving access to tens of thousands of state DMV
employees and federal agentsZ [80].

Proponents of the bill say such fears are unjusti“ed. They suggest that the personal
information actually available on the new driverss license is relatively insigni“cant com-
pared with all the other personal information circulating around cyberspace [79].

The Department of Homeland Security pushed back the deadline for implementing
the new driverss licenses from 2008 to 2013. Most states did not meet the deadline. In
December 2012 the DHS announced that it would provide temporary deferments to
states that had not yet issued new driveres licenses meeting the criteria of the REAL ID
Act. As of April 18, 2013, a total of 19 states had come into compliance with the REAL
ID Act [81].

Information Dissemination

We now consider the information dissemination category of Solovess taxonomy. After
we survey three federal laws that restrict the dissemination of personal information that
organizations have collected, we discuss the Freedom of Information Act, designed to
promote open government by allowing news organizations and private citizens to access
records maintained by federal agencies. We also explore how information collected by
the government for one purpose,collecting tolls,is being used as evidence of peoplees
whereabouts in both criminal and civil cases.

Family Education Rights and Privacy Act

The Family Education Rights and Privacy Act (FERPA) provides students 18 years of age
and older the right to review their educational records and to request changes to records
that contain erroneous information. Students also have the right to prevent information

in these records from being released without their permission, except under certain
circumstances. For students under the age of 18, these rights are held by their parents
or guardians. FERPA applies to all educational institutions that receive funds from the
US Department of Education.

Video Privacy Protection Act

In 1988 President Ronald Reagan nominated Judge Robert Bork to the US Supreme
Court (Figure 6.6). Bork was a noted conservative, and his nomination was controver-
sial. A Washington, DC, video store provided a list of Borkes video rental records to a
reporter for theWashington City Papewhich published the list. While the intention of

the paper was most likely to embarrass Bork, it also had the effect of prompting Congress
to pass the Video Privacy Protection Act of 1988. According to this law, video providers
(including providers of online videos) cannot disclose rental records without the written
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they must show an identi“cation card and “Il out a sales log with their name, address,
and signature. Two states, Oregon and Mississippi, require a prescription to acquire a
product containing pseudoephedrine.

Advanced Imaging Technology Scanners

In an effort to provide enhanced passenger security at airports, the Transportation
Security Administration began deploying advanced imaging technology (AIT) scanners
in 2007. Some AIT scanners use backscatter X-rays to produce a detailed image of the
passengeres body, and other scanners use millimeter waves. The TSA began testing Al
systems at Phoenixss Sky Harbor International Airport in 2007 [89]. When the “rst
AIT system was deployed, passengers who failed the primary security screening could
choose between the X-ray scan and a traditional pat-down search. In June 2011, the
Transportation Security Administration announced that it had already deployed 500
AIT units and would deploy an additional 500 units, enabling it to use this technology to
screen 60 percent of all airline passengers in the United States [90]. Even as it was busily
deploying systems, the TSA was battling critics.

Some people were offended at the images produced by AIT scanners, which reveal
«all anatomical featuresZ (Figure 6.7) [91]. Lawyers for the American Civil Liberties

Ficure . When the “rst advanced imaging technology scanners were deployed in
American airports, they revealed anatomical features in great dedeaul Ellis/AFP/Getty
Images/Newscom)
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Union called the AIT scan a svirtual strip-searchZ [92]. In July 2010, the Electronic

Privacy Information Center “led a lawsuit to suspend the deployment of AIT systems,

pending further review. EPIC called the program eunlawful, invasive, and ineffective,Z
arguing that it violated the Privacy Act, the Religious Freedom Restoration Act, and the
Fourth Amendment to the US Constitution [93].

In February 2011, the Transportation Security Administration announced that it
was about to begin testing new software on its advanced imaging technology machines
that would eliminate passenger-speci“c images. TSA Administrator John Pistole said
that the new system eauto-detects potential threat items and indicates their location on
a generic outline of a personZ [94]. The tests were successful, and in January 2013 the
TSA announced that all body scanners producing passenger-speci“c images would be
removed from airport checkpoints by June 2013 [95].

Summary

Ites only natural that people want government to leave them alone, but they also expect
government to keep them safe and secure through effective policing and a strong na-
tional defense. Frequently, the constitutional guarantees in the Bill of Rights come into
con”ict with the desires of law enforcement agencies to gather information that can help
them apprehend criminals. Through legislation, administrative policies, and court deci-
sions, the three branches of American government have been engaged in the attempt to
“nd the right balance between competing concerns.

In this chapter we looked at the role that federal, state, and local governments have
played in protecting and eroding the information privacy of individual citizens. We orga-
nized our presentation using the taxonomy of privacy proposed by Daniel Solove, which
divides the “eld into four categories: information collection, information processing,
information dissemination, and invasion. We reviewed legislation and administrative
policies that protect the information privacy of individuals by restricting how orga-
nizations can collect, process, and disseminate information as well as limit the extent
to which they can intrude into peopless daily lives. We also looked at ways in which
governments have promoted public safety and security by collecting, processing, and
disseminating personal information and intruding into peopless lives.

We surveyed many governmental activities related to information collection. The
federal government maintains extensive databases containing a vast amount of informa-
tion about individual Americans, and from time to time information in these databases
has been misused. The government also collects information through overt and covert
surveillance.

After the terrorist attacks of September 11, 2001, concerns about individual privacy
took a backseat to concerns about national security, and sign“cant changes occurred
in the governmentes activities related to information collection, information process-
ing, and invasion. The USA PATRIOT Act amended many laws and enhanced the abil-
ity of law enforcement agencies to gather information about suspected terrorists and
criminals. The National Security Agency acquired records of domestic phone calls from
telecommunications companies and performed data mining in an attempt to “nd calling
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CHAPTER

7.1

Computer and
Network Security

A ship in harbor is safe, but thates not what ships are for.
»-John Shedd

Introduction

The Con“cker worm has infected millions of Windows computers. Is your PC
one of them? You can click on a link from the home page of the Con“cker Working
Group (www.con“ckerworkinggroup.org) to “nd out.

Do you ever go to a coffee shop and use its open wireless network to surf the Web?
Did you know freely available software gives any nearby computer user the ability to
break into the accounts of people accessing Web sites through password-free wireles:s
networks?

In the movieLive Free or Die Harch terrorist organization hacks into a variety
of computer and communication systems to seize control of traf‘c lights, natural gas
pipelines, and electrical power grids. Are such episodes purely the stuff of Hollywood
“ction, or could they really happen?

Millions of people use computers and the Internet to send and receive email, ac-
cess bank accounts, purchase goods and services, and keep track of personal informa
tion, making the security of these systems an important issue. Malicious software can
enter computers in a variety of ways. Once active, these programs can steal personal
information, destroy “les, disrupt industrial processes, and launch attacks on “nancial
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systems, supporting criminal enterprises and politically motivated attacks on corpora-
tions and governments around the world.

This chapter focuses on threats to computer and network security. We begin our
survey with examples of individuals using cunning or skill to gain unauthorized access
into computer systems.

Hacking

Today people associate the word shackingZ with computers, but it didnet start out that
way.

Hackers, Past and Present

In its original meaning, &acker was an explorer, a risk taker, someone who was try-
ing to make a system do something it had never done before. Hackers in this sense of
the word abounded at MITss Tech Model Railroad Club in the 1950s and 1960s. The
club constructed and continuously improved an enormous HO-scale model train layout.
Members of the Signals and Power Subcommittee built an elaborate electronic switch-
ing system to control the movement of the trains. Wearing chino pants, short-sleeved
shirts, and pocket protectors, the most dedicated members would drink vast quantities
of Coca-Cola and stay up all night to improve the system. To them, a shackZ was a newly
constructed piece of equipment that not only served a useful purpose but also demon-
strated its creatores technical virtuosity. Calling someone a hacker was a sign of respect
hackers wore the label with pride.

In 1959, after taking a newly created course in computer programming, some of the
hackers shifted their attention from model trains to electronic computers [1]. The term
hackerZ came to mean a sperson who delights in having an intimate understanding of
the internal workings of a system, computers and networks in particularZ [2].

In the 1983 movidVarGamesa teenager breaks into a military computer and nearly
causes a nuclear Armageddon. After seeing the movie, a lot of teenagers were excited &
the thought that they could prowl! cyberspace with a home computer and a modem.
A few of them became highly pro“cient at breaking into government and corporate
computer networks. These actions helped change the everyday meaning of the word
hackerZ

Today hackers are people who gain unauthorized access to computers and computer
networks. An example of this use of the word is a stor@amputerworldiescribing how
hackers broke into the Web site OSA Todayon July 11, 2002, and inserted fabricated
news stories [3].

Typically, you need a login name and password to access a computer system. Some:
times a hacker can guess a valid login name/password combination, particularly when
system administrators allow users to choose short passwords or passwords that appea
in a dictionary.

Three other low-tech techniques for obtaining login names and passwords are
eavesdropping, dumpster diving, and social engineering. Eavesdropping,