Chapter 14
Enterprise System Risks and Controls
Chapter 14

Enterprise System Risks and Controls


Review Questions

R1.
What is a system of internal controls?

Internal controls are a set of rules, policies, and procedures an organization implements to provide reasonable assurance that (1) its financial reports are reliable, (2) its operations are effective and efficient, and (3) its activities comply with applicable laws and regulations.

R2.
Distinguish between risk, exposure, and threat.

Risk, as with many words in the English language, has multiple meanings so we must be careful to define how we are using it.  A risk is any exposure to the chance of injury or loss.  (Some people use the term risk in a more narrow sense to describe the probability of a loss occurring.)  Threat is another word some people use to describe these situations because they represent a probable evil, violence, or loss to the entity. There are so many potential risks that it may seem overwhelming to try to control all of them.  So we should only worry about the most significant risks.  The significance of a risk is determined by (a) its impact on the organization, and (b) the likelihood of it occurring.  Exposure is a word some people use to describe the potential impact on the entity. 
R3.
Describe the relationship between risk, opportunity, and objectives.

Opportunity and risk go hand in hand.  You can’t have an opportunity without some risk and with every risk there is some potential opportunity. People’s objectives and the stated objectives of the organization impact both risks and opportunities.  Conservative objectives that can be easily achieved require less risk. More aggressive objectives create greater risk as more difficult and complex activities are pursued to achieve them. Change creates opportunities.  The world is constantly changing and change is often viewed in a negative light because it upsets the status quo. The people who are the most successful are those who are able to anticipate change, recognize the opportunities associated with it, and adapt very quickly.  In summary, change creates many new opportunities.  The opportunities an organization seeks are guided by its objectives.  But with every opportunity there is some element of risk.  We seek to manage these risks by a system of controls.

R4.
How do you determine the materiality of risk?

Materiality of risk is a function of the size of the potential loss and its impact on achieving the organization’s objectives, and of the likelihood of the loss.  As either the likelihood or size of the loss increases, the materiality of the risk also increases. The need to manage risk increases with its materiality. In many situations these evaluations can only be measured in rough, order-of-magnitude amounts.

R5.
Should enterprises attempt to control all risks?  Explain.

There are so many potential risks that it impossible to control all of them.  To be cost effective, enterprises should concentrate on the most significant risks.  The significance of a risk is determined by (a) its impact on the organization, and (b) the likelihood of it occurring.  Management may choose not to control risks that have a low impact and a low likelihood of occurrence. Risks that have a high impact and a high likelihood of occurrence must be carefully controlled.  The key is identifying and controlling the most material risks in a manner such that the benefits of controlling the risks exceed the costs of the controls.
R6.
Describe separation of duties and responsibilities.

Separation of Duties requires work assignments to be structured such that the work of one individual checks the work of another individual.  The most important activities to separate are authorization, record keeping, and custody of assets to prevent employees from performing functions that could result in undetected business and information processing errors or irregularities.
R7.
Who is ultimately responsible for internal controls within an enterprise?

Management is ultimately responsible for an organization’s internal controls.   Accounting information professionals (including auditors) should provide support to management.

R8.
List and describe the five interrelated components of an internal control system.

Control Environment. Control environment sets the tone of the organization, which influences the control consciousness of its people.  This foundation provides discipline and structure upon which all other components of internal control are built.  The control environment includes integrity and ethical behavior of the people, their commitment to competence, the board of directors and audit committee participation, management’s philosophy and operating style, organization structure, assignment of authority and responsibility, and human resource policies and practices.

Risk Assessment. Risk assessment identifies and analyzes the relevant risks associated with the organization achieving its objectives.  Risk assessment forms the basis for determining what risks need to be controlled and the controls required to manage them.

Control Activities. Control activities are the policies and procedures the organization uses to ensure that necessary actions are taken to minimize risks associated with achieving its objectives. Controls have various objectives and may be applied at various organizational and functional levels.

Information system.   The information system consists of the methods and records used to record, maintain, and report the events of an entity, as well as to maintain accountability for the related assets, liabilities, and equity.  The quality of the system-generated information affects management’s ability to make appropriate decisions in managing and controlling the entity’s activities and to prepare reliable financial reports.

Monitoring.   Monitoring is the process of assessing the quality of internal control performance over time.  This is extremely important as most organizations are constantly changing their operations to meet new demands in the market place and capitalize on new opportunities. Monitoring involves assessing the design and operation of controls on a timely basis and taking corrective actions as needed.

R9.    Which type of control is needed more in today’s risk environment: prevention, detection, or correction?  Explain.

Control activities may be classified by their use — whether they are used to prevent, detect, or recover from errors or irregularities.  Preventive controls focus on preventing an error or irregularity. Detective controls focus on identifying when an error or irregularity has occurred. Corrective controls focus on recovering from, repairing the damage from, or minimizing the cost of an error or irregularity.  In today’s rapid environment, preventive controls are the most effective. Users now expect and demand a real-time control perspective.  Thus, they want controls that can help prevent risks. This emphasis is important for accountants because of the reliance people place on them to control the business. However, even with a preventative philosophy, we still need controls to detect and correct problems.  Information technology, when used properly, has the potential to improve our preventive controls.
R10.  If enterprises change from a manual information system to a computerized information system, do their internal control objectives change?  Explain.

The control objectives do not change.  They still want to minimize materials risks in a cost-effective manner.  However, the specific control procedures that are needed to achieve control objectives will vary depending on the nature of the organization environment.

R11.  Is it better to build controls into an information system or add them to the system after it is built? Why?

Pointing out weaknesses after an IT application has been developed is of limited value to an organization, especially when useful controls could have been built into the application and tested before the application was ever installed.  Left unchecked, information technology will increase the risk exposure for the organization.  Used effectively, IT can provide the tools to mitigate some risks.  Preventing business event errors and irregularities requires controls to be built into the system’s recording, maintaining, and reporting processes.  

R12.  What risks do enterprises face with respect to resources? 

Risks associated with resources include threats associated with theft or loss, obsolescence, waste, and damage (either intentional or unintentional).
R13.  What risks do enterprises face with respect to agents?

Risks associated with agents are typically evidenced in the relationships between agents and other entities. Risks associated with event-agent relationships include execution of events involving unauthorized external agents (e.g. sales made to non-existent customers) or unauthorized internal agents, (e.g. cash disbursements made by inventory clerks). Risks associated with resource-agent relationships include unauthorized agents having custody of resources.  Enterprises may also evaluate whether related instigation, commitment, and economic events are linked to the same external agent (since they typically are); if not, an error or irregularity may have occurred.
R14.  What risks do enterprises face with respect to events? 

Risks associated with resources include threats associated with theft or loss, obsolescence, waste, and damage (either intentional or unintentional).

R15.
What is the difference between business process risks and information process risks?

A business process risk is associated with the execution of a business process — the set of operating events being executed according to prescribed policies and procedures.  The occurrences of the business process events trigger the need to record data about those events in the information system. Information processing risk is the risk associated with recording, maintaining, or reporting data or information.  

R16.
What are three means by which system users can “prove” their identity to the system? Which of these means is the strongest (i.e., least vulnerable to falsification)?

With something they know, something they have, or something they are.  A user id and password are examples of something a user knows. A token or smart card is an example of something a user has. Fingerprints and retinal scans are examples of something users are. Because biometric objects such as fingerprints and retinal scans are the most difficult to steal or misappropriate, they are the strongest form of authentication. They also obviate the need for a user to remember information or objects.

R17.Explain the purpose of encryption techniques.

Encryption involves “scrambling” computer data.  For example, some systems encode data entered at a remote terminal, transmit the data in coded form, and then decode the data upon arrival at its destination to prevent unauthorized access to the data as it is transmitted.  Some systems also encrypt the data that are stored on a file storage medium to prevent its use by someone who might gain access to it.

R18.
Describe an application you have used that incorporated some form of closed-loop verification.

Many software applications, including most enterprise resource planning systems, most general ledger accounting packages, and most checkbook software incorporates closed-loop verification. An example of closed-loop verification you may have noticed is if you typed in a customer number, the screen automatically displayed a lot of information about that customer such as his name, address, telephone number, credit limit, and so on. This allows you to quickly verify that the customer number you entered is indeed the customer you intended to enter. Similarly, if you type in an inventory item ID, closed loop verification in the software would display the description of that inventory item, allowing you to quickly verify your entry accuracy.

R19.
How do check digits help ensure that field contents are valid?

A formula can be used on an account number, part number, or similar number to calculate a check digit. The formula calculates a check digit that is appended to and maintained as part of the number (usually as the last digit). When the formula is subsequently applied to the number it should calculate the check digit. If the check digit is not accurately calculated, you know the number is not invalid.

R20.
Give an example of a completeness check.

Before a software application records an entry, the entry form is scanned for missing data or blanks in critical fields.  If the entry is incomplete, the entry is not recorded.

Discussion Questions

D1.
Why is it important to consider both the costs and benefits of internal controls?

Two reasons.  First, you cannot control all risks, regardless of what you spend, and second, there is a loss of value if you control a risk where the cost of the control exceeds the benefits of control.

D2.
Is risk 100% controllable?  Explain your response.

No. Risk is a fact of life and a normal part of doing business. This is why an organization will consider both the likelihood of a loss and the size of the potential impact when developing a risk control strategy.

D3.
On January 1, CBU installed a new computer system for tracking and calculating inventory costs.  On December 31, at closing, CBU’s system reported inventory at $4.5 million for financial statement purposes.  At midnight, the auditors performed a physical inventory count and found the inventory total to be $3.5 million. To correct the discrepancy, CBU’s accounting staff processed an adjusting entry to reduce inventory by $1.0 million. The next day, two accountants were discussing the events of the previous night. Accountant A was proud of the audit and said it illustrated a benefit of having a good system of internal control. CBU had followed good internal control procedures by having a regular physical inventory count to safeguard a valuable enterprise resource.  Accountant A was relieved that the problem was resolved: the financial numbers were corrected before they were reported. In short, he felt successful and thought CBU should feel fortunate to have his accounting staff as control advisors. Accountant B felt differently. She was concerned about the bad decisions that were made throughout the year based on the incorrect inventory numbers. She felt that she and the other accountants should have helped develop more timely and effective system controls. With which accountant’s philosophy do you agree?  How can you explain the diverse opinions?  What policies or procedures, if any, should CBU develop to avoid such problems in the future? 

The purpose of this question is to make you think about the consequences of having an independent auditor, detective mentality. Accountant A is focusing on his role in attesting to the accuracy of published financial statement figures and verifying that they fairly represent the organization at a certain point in time. Some traditionalists will argue that Auditor A’s philosophy is correct, given his role.  However, he did not play the role of a proactive, real-time control advisor. 

Accountant B was more concerned about how the inventory error could be avoided, and about the problems of not detecting the error sooner, or preventing it altogether. She might want to inform the client of her firm’s ability to provide a risk/control review as a consulting service. The firm could more closely examine the client’s business processes, identify the risks associated with the processes, and suggest or devise controls to reduce the risks. In doing so, her objective is to add value to the client by helping them solve business problems. Increasingly, the “independent auditor” mentality is being replaced with such a “professional business services provider” mentality.

D4.
Some people believe that information technology has made enterprise internal control systems more difficult to design and use. Others believe that information technology has made it easier to control enterprise risks. Which do you believe is true, and why?

Information technologies can introduce new risks to an organization.  Yet, a closer look reveals a risk “trade” — automation replaces the risks of using human processors and paper storage methods with the risks of using computer processors and computer storage methods.  Along with new risks come tools that can increase the efficiency and effectiveness of achieving the control objectives.  When controls are performed manually, the reliability of the control is a function of the integrity and accuracy of the people involved. When controls are performed electronically, the reliability of the control is a function of the integrity and accuracy of the IT applications involved. The predominant factor in using information technology as a resource to reduce business and information process risk is knowledge of the business processes and the information technology capabilities. The effective use of information technology to prevent, detect, and recover from risk exposures is often limited due to either a lack of knowledge regarding the capabilities of information technology or misconceptions regarding the impact of information technology on the business, its risks, possible controls, and resulting audits.

D5.
For each of the following examples of minimum cardinalities (the maximum cardinalities are omitted; you are only supposed to consider the minimum cardinalities) explain the business rule associated with the cardinalities and list risk of not following each rule.

a.
Sale (1, -) and (0, -) inventory.

b.
Sale (1, -) and (0, -) cash receipt.

c.
Receipt of inventory (1, -) and (0, -) inventory order.

d.
Salesperson (0, -) and (1, -) customer.

e.
Customer (0, -) and (1, -) sale.

f.
Purchase (1, -) and (0, -) vendor.

g.
Shipment (1, -) and (0, -) customer order.

Do these cardinalities suggest a certain sequence of procedural rules for doing business? Explain. What controls should the enterprise consider implementing to control any risk?
a.
This cardinality implies that an organization can have inventory that has not yet been sold, but they can not have a sale that does not include inventory.  This could help reduce the risk of selling the wrong resource (e.g., selling assets rather than inventory or promising sales of inventory items that they do not carry or produce).  

b.
This cardinality describes the business rule of requiring a cash receipt event before a sale event can occur.  This rule is useful for special orders or other situations where prepayment is required.  Thus, the rule reduces the chances of allowing a sale to occur at the wrong time or sequence.  

c.
This cardinality describes the business rule of not accepting inventory from vendors unless the items were ordered. The authorization for a receiving event is the existence of a valid, open purchase order.

d.
This cardinality implies that a salesperson is hired before any customers are assigned to the salesperson. It also implies that the organization’s customers are always assigned to a salesperson.  For example, an organization might divide a sales territory into regions and give each salesperson a commission for revenues from the customers in their region.  This rule requires each customer’s revenues to be credited to a particular salesperson (i.e., the one assigned to the customer’s region).

e.
This cardinality describes the practice of recognizing customers as external agents even if they have not yet participated in a sale event.  This rule is very helpful if you have a potential customer that you want to store on a mailing list, or you are spending marketing funds to attract a new customer.  It also prohibits sales from being made without recording information about the customer involved.

f.
This cardinality implies that you consider a vendor an external agent even though you have not yet purchased any items from the vendor.  This rule is important in many organizations, especially government agencies that require a vendor to be screened before adding them to a pre-approved vendor list. Purchasing agents are only allowed to purchase items from vendors on the approved list.

g.
This cardinality describes the very common business practice of not shipping or delivering goods to a customer unless an order event has already occurred.  The authorization for a shipping event is the existence of a valid, open order.

All of these situations are business rules an organization might want to enforce to reduce business risks. Thus they represent internal control considerations.  Notice how the cardinalities all meet one or more of the objectives of internal controls.  Remember, internal controls encompass a set of rules, policies, and procedures an organization implements to provide reasonable assurance that (a) its financial reports are reliable, (b) its operations are effective and efficient, and (c) its activities comply with applicable laws and regulations.  These represent the three main objectives of the internal control system.
In addition, the cardinalities suggest a certain sequence or order of doing business.  Notice how the object with the 1 minimum cardinality should exist or come before the object with the 0 minimum cardinality.  Some people remember this sequencing or ordering by remembering that the 1 is the required object while the 0 is the optional object in a relationship.

Applied Learning

A1.
A customer calls a mail order catalog to order merchandise. The order clerk takes the customer’s name, mailing address, credit card number, and the merchandise numbers, sizes, colors, and quantities.  After the order clerk hangs up, he or she verifies the merchandise numbers given by the client are valid (that the company does indeed sell an item with that number) and checks with the Shipping Department on availability of the merchandise item.  

Required: 

a.
What business process and information process risks exist in this scenario? 

b.
What control(s) may be implemented to mitigate the risks identified in part (a). 

There are numerous responses to this question.  Make sure your responses address executing an actual operating event, rather than recording, maintaining, or reporting data in an information system.  For a review of business risks, refer to the “Business Event Risks” section in the chapter.  Examples of business risks (and corresponding rules) include:

· Accepting an order from an undesirable or unauthorized customer (e.g., a bad credit risk) thus increasing bad debt losses.  A business rule to decrease this risk includes always performing a credit check on customers (preferably, prior to completing the order event).

· Accepting an credit approval authorization from an unauthorized or invalid credit approver.  A business rule to decrease this risk includes validating the authorization of the agent who approves credit (preferably, prior to completing the order event).

· Taking an order for a product or service that is not currently sold by the company or in an amount that the business cannot obtain or produce.  A business rule to decrease this risk includes checking the validity and availability of merchandise involved in an order (preferably, prior to completing the order event).

· Having an unauthorized person take the order or having an order submitted from an invalid location. A business rule to reduce this risk is to only execute orders from valid or authorized order taker locations.  For example, this would prevent a shipping clerk that knew she needed an existing order to initiate a shipment from trying to execute a bogus order event from the shipping area.

Risks such as these can be controlled declaratively within the information system itself.  For example, the IT application could be used to prevent an order from a customer who is not in the approved customer file.  Procedures can be established to include only those customers in the approved customer file who have an acceptable credit rating and who are considered good customers.  Similarly, the system can control the products or services sold by allowing only items on the “list of goods and services” to be sold, and by allowing them to be sold only by selected individuals within the organization.  Passwords and access codes can prevent unauthorized personnel from executing a customer order.

A2.
ABC recently decided to analyze its expenditures.  During the analysis, ABC discovered that all orders for repair services always go to a company owned by the vice president’s sister. The repair company has a reputation for high prices and poor service. During the analysis, ABC also discovered that many of its purchases for supplies were delivered to the vice president’s home address. 

Required: 

a.
What business process and information process risks exist in this scenario? 

b.
What control(s) may be implemented to mitigate the risks identified in part (a). 

The risks highlighted in this scenario deal primarily with the risks of invalid or unauthorized agents and locations during events in the acquisition/payment process.  The potential business risks include:

· Poor vendor selection (which can lead to other problems such as ordering the wrong quality of a good or service or ordering at an inflated price or under bad terms).

· Placing orders requested from unauthorized individuals or locations. 

· Receiving goods at invalid or unauthorized locations and by unauthorized individuals.

The organization needs to execute business rules to govern the vendor selection process so that only vendors who provide adequate service, quality, and competitive prices are considered during the purchase order event.  Some companies go so far as to prohibit the use of family businesses as vendors.  The organization could also have a supervisor or committee that periodically reviews vendor performance.  To minimize the delivery location problem, the organization should execute purchase orders only from valid purchasing agents, and the orders should stipulate delivery to an authorized location or to particular authorized internal agents.  Also, the organization should immediately investigate any cash disbursement requests for purchases that were delivered to an unauthorized location.

A3.
A truck driver for a food distributor loads his truck early in the morning according to the invoice purchase orders. He is responsible for picking up COD delivery payments and, on his return trip, for picking up the inventory from major distributors.  Currently the POs are hand written by the floor manager the day before the delivery.

Required:

a.
What business process and information process risks exist in this scenario? 

b.
What control(s) may be implemented to mitigate the risks identified in part (a). 
This problem focuses on the delivery and cash collection portions of the sales/collection business process and the receipt of inventory items in the acquisition/payment business process.  The major risks associated with these activities include:

· The truck driver loading his truck with inventory items not on the invoices or loading the wrong number of an inventory item.

· The truck driver not delivering all the invoice items to the customer or delivering the items to an incorrect customer or to an entity that is not an approved customer.

· The truck driver collecting the wrong amount of money for the invoice payment.

· The truck driver stealing part of the payment.

· The truck driver altering the hand written PO, obtaining more inventory items from a vendor than was intended, and stealing the excess items.

· The truck driver stealing inventory items that were supposed to have been delivered to a customer or picked up from a vendor.

A person other than the driver should load the truck or someone should check the truck driver’s load in the morning as he/she leaves to verify that the items on the truck are equal to the items on the invoice purchase orders.  The customer is an important entity in the control system.  Because the customer is billed for the items on the invoice purchase order, the customer has an incentive to verify the receipt if all the items on the invoice.  The customer will only want to pay for the items actually received.  When the truck driver returns with the COD payments, someone should count the total payments received and verify that they equal the amount of the invoices given to the truck driver for the day’s deliveries.

The purchase order should be computer generated, not hand written by the floor manager, to prevent someone from altering its contents.  The amount of inventory the driver obtains from the suppliers and returns to the warehouse should be counted by someone else to verify that it equals the amount the driver should have obtained from the supplier.

A4.  
Bob owns a small recreational trailer business in a suburban community located close to the mountains.  The community is relatively small but growing rapidly.  Bob’s business is growing, not because of his effective sales style and personality, but because of the growth of the community. Currently, Bob’s competition has been nearly nonexistent, but as the area grows he expects to encounter increasing competition. Bob sells mostly trailers for vacationing and camping.  When customers arrive on Bob’s lot, they are greeted by a salesperson.  The salesperson may show the customers the trailers on the lot, but the salesperson need not be present during the entire showing.  Depending on customer preference, the salesperson will either take the customer on a tour or the customer may roam the lot freely, inspecting trailers at their leisure. Since recreational trailers are fairly large-ticket items, customers often leave the lot without making a purchase, only to return another day to purchase a trailer.  When the customer decided to make a purchase, the salesperson initiates a series of procedures to properly document the order and sale transaction.  First, the salesperson determines the model of the selected trailer and offers the customer a list of options that correspond to the particular model.  The customer may (1) purchase a trailer off the lot with no added features, (2) purchase a trailer off the lot with additional features, or (3) special order a trailer that is not currently on the lot. In most cases, customers do not pay cash for their trailers.  If, however, the customer pays cash, a simple sales contract is prepared and the customer drives off with the trailer.  The majority of the customers use an installment method of purchase.  Before an installment purchase is authorized, the customer’s credit must be verified to determine credit worthiness. With an installment purchase, an installment agreement is prepared in addition to the sales contract.  Bob has arranged financing through a local bank for all installment sales.  When an installment sale is made, the bank sends Bob a lump-sum payment equal to the price of the trailer. Instead of making payment to Bob, customers pay the bank plus interest.  In either case, Bob receives a lump-sum payment for each trailer sold, whether that lump sum comes from the customer or from the bank.  Once the credit is approved, the customer can take delivery of the trailer.  This involves a delivery person who checks the trailer before delivering it to the customer.  The customer picks up the trailer or has it delivered by Bob.

Required:

What are Bob’s Trailer Sales’ instigation, mutual commitment, economic decrement, and economic increment events, and what risks are associated with those events? What are Bob’s Trailer Sales’ resources, and what risks are associated with those resources? Who are the agents for Bob’s Trailer Sales’ and what risks are associated with those agents? What controls could be implemented to address all of these risks? 
Operating risks and controls include, but are not limited to:

	PRIVATE 
Event
	Operating Risks
	Controls

	Customer looks at trailer
	Customer damages trailer; Salesperson misrepresents products; Incorrect or misleading product information posted for customer viewing.
	Salesperson remains on the lot with customers; Plastic covers are used to protect interior carpets; Review customer concerns or complaints about salespersons; Verify posted information.

	Customer orders trailer
	Wrong trailer is ordered; Wrong accessories are ordered;  Salesperson promises products or sale terms that are invalid or not available; Customer with bad credit is approved; Customer with good credit is not approved; Credit is approved by unauthorized person; Credit is not checked or is not checked until product is already ordered.
	Customer reviews and approves order form; Manager reviews details of orders and terms; Organization performs valid credit check prior to ordering; Execute orders only if they involve authorized credit personnel.

	Deliver trailer to customer
	Trailer is damaged during delivery to customer; Trailer is delivered to wrong address; Organizations delivers trailer without a valid, existing order.
	Match order with trailer to be delivered; Customers sign for trailer delivery; Only authorized, insured delivery persons deliver trailers.

	Receive payment
	AR clerk keeps money while processing payment; Payment is not credited to proper customer; Money is not deposited in the bank in a timely manner; Bank makes error recording deposit.
	AR clerk should not open mail; Mail is opened by two persons or Bob uses a bank lock-box; Statement is sent to customer upon receipt of payment; Bob makes deposits at least once a day; Verify bank statements; Compare deposit data to validated deposit slip.


A5.
A computer operator at the local data processing center decides to visit work on a Monday evening.  She has a key to the outside door, and since there is no key required for the computer room, she simply walks into the computer room. The operator, who is really one of the nation’s most notorious computer programmer/hackers (having been convicted five time for manipulating various firms’ data files), opens the documentation bookcase, located in the corner of the computer room.  In the bookcase she finds the procedural documentation, the systems documentation, user manuals, application documentation, and operator manuals. She examines the documentation to understand the payroll program and to find the location of the payroll files. She accesses the information systems library, which is available to all computer operators at all times, accesses the payroll program, reprograms it, and runs a payroll job that creates one electronic funds transfer (to a new account opened by the operator under an assumed name). On Tuesday, the operator transfers the funds to a Swiss bank account and does not show up for work.

Required: 


Prepare a summary that details any internal controls violated in this situation. 
Some of the major violations are summarized as follows:

· Lock the computer room - the computer room should be lock (preferably electronically) with a log of who enters and exists the room and when.  Keys or passwords should be changed routinely.

· Background checks on computer personnel - every operator should have a thorough background check to assess their integrity, capabilities, and work ethic.

· Access to application documentation by an operator - operators should not be allowed access to application documentation.

· Access to the library - operators should only be allowed to data from the library and only for those applications that are scheduled by the operations supervisor.

· Changing applications - operators should not be allowed access to application source code and should not be allowed to change the code.

· Creating an employee - operators should not be allowed to change the payroll master file.

A6.
Review the user documentation for the DBMS you are using for class projects.  Prepare a report that documents how the following controls are implemented in the DBMS. You may want to include screen shots where applicable (Alt-PrtSc copies the screen to the Windows clipboard; you may then open a word processor and hit Edit-Paste to insert the screen shot). Note that you may find more than one use of each control. You need only turn in documentation of one use for each type of control.

a.
System access.

b.
Completeness check.

c.
Default value.

d.
Embedding business event rules.

e.
Field check.

f.
Range or limit check.

g.
Validity check.

h.
Referential integrity.

i.
Valid sign check.

j.
Closed-loop verification.

The response to this problem will vary, depending on the type and nature of software selected.  Many of the edit checks can be designed when setting up table structures and input/output screen or form designs.  You can also use macros to codify and enforce edit checks, as well as application code modules or procedures.  For example, if you are using ACCESS software, your responses may include: [Note: there is often more than one valid response per item]

a. 
Select the Security option in the Main Menu and set passwords.

b. 
Set the Required option in Field Properties to “yes” when setting up a table structure.

c. 
Set the Default Value option in Field Properties when setting up a table or form structure.

d. 
Specify a business rule in the Validation Rule option in Field Properties when setting up a table or form structure.

e. 
When you select a Data Type when setting up a table structure, the software only accepts data input of the particular data type specified.

f. 
Specify the range or limit using the Validation Rule option in Field Properties when setting up a table or form structure.

g. 
Specify the parameters in the Validation Rule option in Field Properties when setting up a table or form structure.  Alternately, you can use list or combo boxes to limit user input when designing an input form.

h. 
Use the Edit Relationships screen (accessed from the Main Menu) to set relationships between tables and select the Referential Integrity option.

i. 
Specify a negative or positive Default Value in the Field Properties when setting up a table or form structure.

j. 
When setting up a form, design a Combo Box.  When the user selects one of the options in the list, the software returns other data attributes associated with the selected item.
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