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SNMP Community, Community name, Community string 

Community is a relationship between an Agent and Managers. 

 Security in SNMPv1 is community-based 
 Authentication scheme in manager and agent 

 Agent sends “Authentication Failure Trap” to Manager. When authentication failed. 

 Community: Pairing of two application entities 
 Community name: String of octets  Used to validate the SNMP messages 
 Two applications in the same community communicate with each other 
 Application could have multiple community names 
 Communication is not secured in SNMPv1 - no encryption. 

 Manager 

   • Sends requests to agents 

   • Monitors alarms 

   • Houses applications 

   • Provides user interface 

  Agent 

  • Gathers information from objects 

  • Configures parameters of objects 

  • Responds to managers’ requests 

  • Generates alarms and sends them to mangers 

 Managed object 

    • Network element that is managed 

    • Houses management agent 

    • All objects are not managed / manageable 
 

The End (: 

 هذا الملف أعد دعواتكم لمن

 


