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ChAPTER1 

What are the characteristic of telephones n.w? 

Reliable .. dependable .. good quality 

What are the reasons for QoS? 

•Good planning, design, and implementation 

•Good operation and management of networS 

•Migration to new technologies  

•Operations Support Systems (OSSs): help manage the operation of networks (Operations 

Systems to ensure QoS) 

•OSSs in telecommunications monitor:  

•Analog network parameters (S/N ratio, transmission loss, call blockage) 

•Digital network parameters (Packet loss, Packet delay, Throughput, QoS) 

TCP/IP Based Networks 
• TCP/IP is a suite of protocols 

•  Internet is based on TCP/IP 

•  IP is Internet protocol at the network layer level 

•  TCP is connection-oriented transport protocol 

   and ensures end-to-end connection 

•  UDP is connectionless transport protocol and  

   provides datagram service 

•  Internet email and much of the network mgmt. 

  messages are based on UDP/IP 

•  ICMP part of TCP/IP suite 

 

What are the OSI Layers and what is Services?  
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Cite two main differences between OSI and Internet management models.  

Internet management OSI 

Adopted by The Internet 

Engineering Task Force (IETF) 

Adopted by the International 

Standards Organization (ISO) 

The Internet management protocol 

standard >> Simple Network Management 

Protocol (SNMP) 

The OSI management protocol Standard 

>>common Management Information 

Protocol (CMIP) 

Scalar Objects 

 

Object oriented based on object 

classes and inheritance rules 

Easier to implement 

 

More complex and harder to 

implement. 

3 sublayers Network Layer? what are 

Subnet Independent Convergence protocol SNICP:  

 

Subnet dependent Convergence protocol SNDCP.  
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Subnet dependent Convergence protocol SNDCP.  

Compare between internet user and OSI user? 

OSI user internet user 

Virtual Terminal 
File Transfer Access & Mgmt 
Message-oriented Text Interchange 
Standard 
Common Management Information 
Protocol CMIP 

Telnet 
 

File Transfer Protocol FTP 
 
Simple Mail Transfer protocol SMTP 
 

Simple Network Management Protocol 
SNMP   

What are the Common Problems of Network  
•Loss of connectivity •Duplicate IP address •Intermittent problems •Network 
configuration issues •Non-problems •Performance problems 

Challenges of IT Managers 
•Reliability •Non-real time problems •Rapid technological advance •Managing 
client/server environment •Scalability •Troubleshooting tools and systems •Trouble 
prediction •Standardization of operations -NMS helps •Centralized management vs. 
“sneaker-net” 

What are the functions of network management?  OR What are NM functional grouping? 

Network management can be defined as OAMP  
Operations, administration, Maintenance, Provisioning  

Maintenance  Operations  Provisioning  

Fault Management  

Trouble Ticket Administration  

Network Installation 

 Network Repairs  

Facilities Installation & Maintenance  

Routine Network Tests  

 

Fault Management / Service Restoration 

Configuration Management 

 Performance Management / Traffic Management 

Security Management 

 Accounting Management 

 Reports Management  

Inventory Management Data 

 Gathering & Analyses  

 

Planning  

Design  

 

 
Interoperability according to dumbbell architecture is achieved in 3 levels 
(Describe NM Dumbbell Architecture   
Network management dumbbell architecture for interoperability where two vendor systems A and B exchange 
common management messages that consist of management information data and management controls. 

-Application services :are the management-related applications  such as fault and 
configuration management. 
 Management protocols are CMIP for the OSI model and SNMP for the Internet 
model.  
Transport protocols are the first four OSI layers for the OSI model and TCP/IP over 
any of the first two layers for the Internet model. 
 

Define CMIP and CMIS 
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CMIS CMIP 

Common Management Information Services 

 

defines services for accessing information 

about network objects or devices, 

controlling them, and receiving status 

reports from them 

Common Management Information 
Protocol 
 

built on the Open Systems Interconnection 

(OSI) communication model 

 

an error reporting and diagnostic utility and 

is considered a required part of any IP 

implementation. 

 
 

Network Management can be seen from different perspectives 

•Network Management (Infrastructure ) •Service ManagemenT•Service and Network 

Provisioning •Application Management •e-Commerce Management •Inventory Management 

•Integrated Management •Business Management •Information Management •Management 

Protocols •Management Technologies 

Service Perspective 

•Communication Services  •Computing ServicES  •Content Services  •IT ServiceS  

•Application Services 

 

 

 

 

 

CHAPTER3  

Show in a diagram how a Communication Model addresses the way information is 

exchanged between systems (agents/managers)? 

Fuger 3.11 

What are the NM standard? 

Standard Salient Points 

OSI/CMIP 1.  International standard (ISO/OSI) 

2.  Management of data communications network - LAN and WAN 

3.  Deals with all 7 layers  

4.  Most complete 

5.  Object oriented 

6.  Well structured and layered 

7. Consumes large resource in implementation 
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SNMP/Internet 1.  Industry standard (IETF) 

2.  Originally intended for management of Internet components,  

    currently adopted for WAN and telecommunication systems 

3.  Easy to implement 

4.  Most widely implemented 

TMN 1.  International standard (ITU-T) 

2.  Management of telecommunications network 

3.  Based on OSI network management framework 

4.  Addresses both network and administrative aspects of  

    management 

5.   eTOM industry standard for business processes for  implementing TMN 

using NGOSS framework 

IEEE 1.  IEEE standards adopted internationally 

2.  Addresses LAN and MAN management 

3.  Adopts OSI standards significantly 

4.  Deals with first two layers of OSI RM 

Web-based 

Management 

1.  Web-Based Enterprise Management (WBEM) 

2.  Java Management Extension (JMX) 

3.  XML-Based Network Management 

4. CORBA-based Network Management 

 

 

 

 

 

 

 

Give names of models of the SNMP architecture or OSI  

List the component of osi or SNMP network mangment architecture?  

model OSI SNMP 

Organization • Network management 

components 

•  Functions of components 

•  Relationships 

 

• Same as OSI model 

  

Information • Structure of management 

information (SMI) 

•  Syntax and 

semantics 

•  Management information 

base (MIB) 

• Same as OSI model 
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•  Organization of 

management 

information 

•  Object-oriented 

 

Communication • Transfer syntax with 

bidirectional messages 

•  Transfer structure (PDU) 

 

• Messages less 

complex than OSI and 

  unidirectional  

 Transfer structure (PDU)  

Functionional • Application functions 

•  Configure 

components 

•  Monitor 

components 

•  Measure 

performance 

•  Secure information 

•  Usage accounting 

 

• Application functions 

•  Fault management 

•  Configuration 

management 

•  Account management 

•  Performance 

management 

•  Security management 

 

 

.Describe the functional model of SNMPv1? 

• Configuration management 

•  Set and change network configuration 

  component parameters 

•  Set up alarm thresholds 

•  Fault management 

•  Detection and isolation of failures in network 

•  Trouble ticket administration 

•  Performance management 

•  Monitor performance of network 

•  Security management 

•  Authentication 

•  Authorization 

•  Encryption 

•  Accounting management 

•  Functional accounting of network usage 

define TMN architecture? 

• Addresses management of telecommunication networks 
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•  Based on OSI model 

•  Superstructure on OSI network 

•  Addresses network, service, and business management 

What are the NM Components or  Describe the different organization models 

of SNMPv1 ? What are standard of nm component and what their roles? 

Managed object agent manger 

Managed object 

•Essentially, network 

element (Hubs, bridges, 

routers, transmission 

facilities) that is managed 

•Houses management 

agent 

  

Can  

nw element (hw,system) 

s.w 

administrative information 

•Gathers information from 

objects 

•Configures parameters of 

objects 

•Responds to managers’ 

requests 

•Generates alarms and sends 

them to managers 

 

•Sends requests to agents 

•Monitors alarms 

•Houses applications 

•Provides user interface  

What are the possible organization of NM IN SNMPv1OR Describe the different 

organization models of SNMPv1 ?مع الرسم 

Manager of Managers 3 tier 2 tier 

 

Agent NMS manages the 

domain  

• MoM presents integrated 

view of domains  

• Domain may be 

geographical, administrative, 

vendor-specific products,  

Peer NMSs 

• Dual role of both 

NMSs 

•  Network 

management system 

acts as peers 

•  Dumbbell 

architecture discussed 

in Chapter 1 

•  Notice that the 

manager and agent 

functions are 

  processes and not 

systems 

 

• Middle layer plays the 

dual role  

• Agent to the top-level 

manager  

• Manager to the managed 

objects  

• Example of middle level: 

Remote monitoring agent 

(RMON)  

 

 

Agent built into network 

element )Managed hub, 

managed router)  

• An agent can manage 

multiple elements (Switched 

hub, ATM switch)  

• MDB is a physical database  

• Unmanaged objects are 

network elements that are not 

managed - both physical 

(unmanaged hub) and logical 

(passive elements)  
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Describe information model of SNMPv1 مهم 

Management Information Base (MIB)  
What are the characteristics of the MIB 

Structure of Management Information 

(SMI) 
 

• Information base contains information 

about managed objects  

• Organized by grouping of related objects  

• Defines relationship between managed 

objects  

• It is NOT a physical database. It is a 

virtual database that is compiled into 

management modules (manager 

module/software and agent module 

/software)  

 

SMI defines for a managed object 

•Syntax 

•Semantics 

•Plus additional information such as status 

 

 

Management Information Base (MIB) 

• Information base contains information about objects 

•  Organized by grouping of related objects 

•  Defines relationship between objects 

•  It is NOT a physical database.  It is a virtual database that is compiled into 

management module 

MIB View and Access of an Object(What s the the different between MIB View and MIB 

Access of an Object?) 

• A managed object has many attributes – its  information base 

•  There are several operations that can be performed on the objects 

•  A user (manager) can view and perform only  certain operations on the object by 

invoking the management agent 

•  The view of the object attributes that the agent perceives is the MIB view 

•  The operation that a user can perform is the MIB access 

Internet vs. OSI Managed Object 

• Scalar object in Internet vs. Object-oriented approach in OSI 

•  OSI characteristics of operations, behavior, and notification are part of 

communication model in Internet: get/set and response/alarm 

•  Internet syntax is absorbed as part of OSI attributes 

•  Internet access is part of OSI security model 
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•  Internet status is part of OSI conformance application 

•  OSI permits creation and deletion of objects; Internet does not: Enhancement in 

SNMPv2 

Management Data Base / Information Base 

Distinction between MDB and MIB(Distinction or the different between MDB and MIB) 

•  MDB physical database; e.g., Oracle, Sybase 

•  MIB virtual database; schema compiled into management software. 

•  An NMS can automatically discover a managed object, such as a hub, when 

added to the network 

•  The NMS can identify the new object as hub only after the MIB schema of the 

hub is compiled into NMS software. 

Managed Object: Managed objects can be 

•  Network elements (hardware, system) 

•  Hubs, bridges, routers, transmission facilities 

•  Software (non-physical) 

•  Programs, algorithms 

•  Administrative information 

•  Contact person, name of group of objects (IP group) 

Three aspects need to be addressed in the communication of information between two 

entities:  

• transport medium of message exchange (transport protocol),  

• message format of communication (application protocol),  

• actual message (commands and responses). 

Two types of syntax 

•Abstract syntax: set of rules that specify data type and structure for information storage  

•Transfer syntax: set of rules for communicating information between systems 

What is the different between Structure , tag and macro? OR What is the purpose for them? 

• Structure defines how data type is built 

•  Tag uniquely identifies the data type 

• Macro is used to create new data types 

Describe functional model of OSI? 
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• Configuration management 

•  Set and change network configuration component parameters 

•  Set up alarm thresholds 

•  Fault management 

•  Detection and isolation of failures in network 

•  Trouble ticket administration 

•  Performance management 

•  Monitor performance of network 

•  Security management 

•  Authentication 

•  Authorization 

•  Encryption 

•  Accounting management 

•  Functional accounting of network usage 

 

 

 

 

 

 

 

CHAPTER4 

What SNMP model? 

 
Functional model 

 

 
Communication Model 

 

•Information Model •Organization Model 
 

 
•Fault management 
•Configuration 
management 
•Account management 
•Performance 
management 
•Security management 

 

 
•Transfer syntax 
•SNMP over TCP/IP 
•Communication services 
addressed by messages 
•Security framework 
community-based model 

 

 
•Uses ASN.1 syntax 
•SMI (Structure of 
Management Information) 
•MIB ( Management 
Information Base) 

 

 
•Relationship between 
network element, agent, 
and manager 
•Hierarchical architecture 
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What are SNMPv1  or Discuss about Two-Tier and Three-Tier Organization Model- RMON (Remote Monitoring). 

Three-tierمع الرسم Two-tierمع الرسم 

Three-Tier Organization Model: RMON 
• Managed object comprises network element and 
management agent  
• RMON acts as an agent and a manager  
• RMON (Remote Monitoring ) probe gathers data from 
MO, analyses the data, and stores the data  
• Communicates the statistics to the manager  
Three-Tier Organization Model: Proxy Server 
What are the rule of proxy server? 

• Proxy server converts non-SNMP data from 
  non-SNMP objects to SNMP compatible object 
 and message 

The initial organization model of SNMP management is 
a sample two-tier model. 
It consists of a network agent process, which reside in 
the managed object,  
and n.w manger process, which reside in the NMS and 
manges the managed object  
both manger and agent are software modules. 

The agent responds to any management  system that 
communicate with it using SNMP .thus , multiple 
mangers can interact with one agent.  

 

Define SNMP1 architecture model and  Describe the different SNMPv1 messages ?الرسمة 

SNMP is based on the manager/agent model, consisting of a manager, an agent, a database of management 

information, managed objects, and the network protocol.  

SNMP allows managers and agents to communicate.  

SNMP uses five basic messages, the direction of messages: 3 from manager - 2 from agent  

Messaged Sent by Manager: or discuses about SNMP massages 

• Get-Request: requesting data from agent  

• Get-Next-Request: This operation is like the Get-Request, but it is requesting data on the next MO to the one 

specified  

• Set-Request: Initializes or changes the value of the managed device 

. Messaged Sent by Agent:  

• Get-Response: Agent responds with data for get and set  

requests from the manager  

• Trap: Alarm generated by an agent, without request from the manager. (Generic trap, Specific trap 

Time stamp)  
 

Explain the difference between the database of an NMS and MIB. How do you implement each in a Network 

Management System? 

A database of an NMS is a physical database containing the network objects and values. It is implemented using any 

proprietary database software. 

MIB is a virtual database that is used by network management and agent applications to exchange information 

about the network object.) 

It has a hierarchical structure and the schema of the MIB is compiled into the management and agent management 

software. 

What a managed object?للاطلاع 

Considered to be composed of an object type and object instance  

SMI is considered only with the object type and not the object instance. 


